Consistency Management in Optimistic Replication Algorithms

Yasushi Saito

June 15, 2001

Abstract jor drawback: stringent hardware requirements. For ex-
ample, the primary-copy with fail-over algorithin [6], the
Optimistic replication algorithms allow replica contentmost popular among pessimistic replication algorithms,
to become stale but in a controlled way. In return, th@ssumes that it can accurately distinguish a crashed node
become far more efficient and available than traditionfaibm a live but unresponsive node so that it can reliably
replication algorithms that keep all the replicas consisterg;elect a primary replica should it fail. Such distinction
especially when the network and computers are unre$i-theoretically impossible [13, 22] and probabilistically
able. The use of optimistic replication has grown explpossible only by investing in redundant network hardware
sively due to the proliferation of the use of the Internet arahd over-capacity computers.
mobile computing devices, but its systematic study hasOptimistic replication algorithms allow data presented
begun only recently. This report surveys optimistic replio users to become stale but in a controlled way. A key
cation algorithms. In particular, it focuses on mechanisrfeture that separates optimistic replication algorithms
for propagating updates among replicas and studies higgm pessimistic counterparts is the way updates to ob-
they affect the functional characteristics of the systenjscts are handled: whereas pessimistic algorithms update
including data consistency guarantees and performancal! the replicas at once and possibly block read requests
from users during the update application, optimistic al-
gorithms propagate updates in the background and allow
1 Introduction any replica to be read directly most of the time. This fea-
ture makes optimistic algorithms more available and more
Distributed computing systems replicate objects on mulefficient using unreliable network media and inexpensive
ple nodes to improve availability and performance. Reptiomputers. Optimistic replication is not a new idea —
cation improves availability by allowing access to the offer example, magnetic tape backup, used for decades, is
jects even when some nodes are not functional. Reglicrude form of optimistic replication — but its use has
cation also improves performance by letting users accégeently grown explosively due to the proliferation of the
data from a nearby node to avoid remote network acces® of the Internet and mobile computing devices. Sys-
or from an idle site to achieve a better load balance. tematic treatments of optimistic algorithms, including the
Replication algorithm is at the core of any replicatedstudy of efficient update transfer and replica consistency
service, responsible for reading and updatiggjicas, or Management mechanisms, have begun only recently.
physical copies of an object. An important design issue inThis report surveys optimistic replication algorithms.
replication is how replicas are presented to users. Tradii-particular, it focuses on the update propagation mech-
tional pessimistic replication algorithms offer single-copyanisms invented for optimistic replication and study how
semantics, that is, they give users an illusion of havitigese mechanisms affect the functional characteristics of
only a single, highly available copy of an object by keejphe system, including data consistency guarantees and
ing the replicas identical all the timg][6,117]. They arperformance.
called “pessimistic” algorithms, because they prohibit ac-In the remainder of this section, we first overview the
cesses to a replica unless the replica contents are prvantages and the applications of optimistic replication.
ably up to date. Although these algorithms are essentixt, we classify optimistic replication algorithms by
in a class of applications, such as banking, that must giteir update propagation strategies — where an update is
correct answers all the time at all cost, they have one nissued, what is transferred as an update, and who trans-



fers an update — and discuss how the choices of the steaticles are propagated among servers by periodic flood-
egy affect the systems’ usability and functional charairig along inter-server links. This periodic article propaga-

teristics. Finally, we introduce two challenges optimistiton creates a delay before an article posted on one server
replication algorithms face: replica consistency manageaches another, sometimes as long as a week. While this

ment and performance scaling. delay often confuses users, many accept it to be a reason-
able cost to pay for Usenet'’s excellent availability.
1.1 Advantages of optimistic replication Optimistic replication is also used to improve the per-

o o . farmance and the availability of wide-area distributed data
Optimistic replication algorithms own many advantages

LT : : . @ervices, such as WWW [15,178,177]) B7. 5, 31], HTP [56],
over pessimistic algorithms by letting replica contents 4 directorv services (e Xerox Clearinghotisé [18]
verge. The key advantage is théiult tolerance. Opti- y 9. 9 ' '

e : : DNS [53,/53], Active Directoryi[49], and Grapevine€ [9]).
mistic algorithms work well over slow or unreliable net— = == L :

: Optimistic replication is attractive for them for many rea-
work links, because they can propagate updates amg

replicas in the background without blocking accessesstc’%s' First, they must replicate data over unreliable long-

. o : LS hgul network links. Second, they often operate under a
any replicas. This is in contrast with pessimistic counter- . ; . . .
arts that disallow accesses to replicas until it stores?p?eht budget. Finally, data inconsistency 1s inherent in
P ese services (e.g., HTTP]21] and DNSI[52, 53] explic-
newest content. itly allow stale data to be presented to users) and usin
A related advantage is thetworking flexibility. Op- y b 9

timistic algorithms work well over intermittent or incom-2 replication algorithm with a loose consistency guaran-

plete network links[[65, 61, ::E]by allowing updates to tee does not degrade their end-to-end service quality any
) . ore.

be exchanged between any pair of nodes. This prope'ﬂy

is essential in a mobile environment in which nodes canOptimistic replication is a key enabling technology in

communicate with each other only occasionally and umobile computing systems that need to replicate data on

predictably. portable devices. They allow users to read or update the
Some services deploy optimistic replication algatata while they are disconnected, merging the modifica-

rithms, because their fault tolerance and networking flexiens with other nodes when they reconnéct [25,[61, 65,

bility lets the system be built of inexpensive, failure-prori@6]. Applications with similar demands include mobile

hardware and still maintain the consistency of data [67file systems (e.g., Coda[38,]55] and Roam [65]) and mo-
Finally, optimistic algorithms often improwdte auton- bile e-mail systems (e.g., Bayou [75] and Lotus Notes

omy by requiring less coordination among sites. For ef54]).

ample, some services (e.g., FTP mirrorihgl [56]) allow a

replica to be added without any administrative change on

the existing replicas.

1.2 Applications of optimistic replication ~ 1.3 Taxonomy of optimistic replication al-

. o . gorithms
Optimistic replication is particularly attractive in environ-

ments in which the communication between sites is slow

and unreliable. Usenet, the wide-area bulletin board sy1this report, we focus on how optimistic algorithms keep

tem deployed in 1979, is the oldest and still the most pojgplicas consistent. Admittedly, there are other legitimate
ular optimistically replicated servicg [35,147,69]. Usen@pproaches to study optimistic replication algorithms, in-

consists of thousands of servers connected in an ad-Blling the type of consistency guarantees [25] and the
way. Each server rep"cates all the news artiasg that resolution of update conflicts [74] We chose to focus on

a user can read any article from the nearest server. Nég mechanical aspects of the algorithms, because they
have a broad impact on the systems’ performance and

1 - . . )
Incomplete links allow a replica to communicate with only a subset . .
of peer replicas. consistency guarantees (Sectiphs 2[gnd 3)

2 )
In practice, each Usenet server stores only a subset of newsgrou ; - ot ;
to conserve the network bandwidth and the storage space. Still, articl Pve CIaSS|fy optimistic reDllcatlon algomhms broadly

S . .
in a specific newsgroup are replicated on all the servers that subscrib@T@ng three axeswhere an update can be issuedhat is
the newsgroup. transferred as an update, amtlo transfers an update.




1.3.1 Where can an update be issued?: Update trans-but there is no choice other than either asking the user
fer model for the resolution or discarding one update and taking the

. other in contents-transfer systems. Second, as is evident

The update transfer model determines where an Updﬁzﬁ‘n the example, log-transfer reduces both the computa-

cant be |sstu§d ﬁncé hqw |tt|s propag?téaingg-mafr]tetr tional and the networking overhead, especially when the
systems stacally designate one repiica asmager tha object size is large and the update is small.

stores the authorltatlve copy of the object. All updates n the down side, log-transfer systems tend to be more
are accepted first on the master and are then propagate

. . complex than contents-transfer systems for three reasons.
to other replicas, aslaves. Multi-master systemslet any

First, each replica must remember the history of updates

:ﬁglrm: Lsséjaetsggr?gite?;a}@;g%ﬁé”g;g?;ﬁ%ﬁﬁ%%e?g ddition to the replica contents. Thus, one not needs
ge up grep 9 Y hot only complex on-disk data structures for maintain-

9,[2,[45[ 25]. ing the log, but also the algorithm for trimming the log

The main advantage of single-master systems is ¢ ries for conserving space (Sectjon 3.4.2). Second, to

S|mpI|C|t.y. Because updates are accepted only at g &intain replica consistency, the system must determine
place, single-master systems can detect and report up ée

. ; : . set of updates to be sent to other replicas and the or-
conflicts to users immediately, making the system Ieag.r these updates are applied. Third, because updates
confusing to users. They are simpler algorithmically '

te described semantically, log-transfer is difficult to be
well, because updates flow only one-way, from the mas

. . lemented transparently to applications, although sev-
to the slaves. The disadvantage of single-master systee%% systems attempt to separate an application-dependent

is that Fhe master becomes the single ppmt of faﬂurg. ogic from the replication algorithm itself to make the lat-
Multi-master systems are move available than sing & e
. . . - r reusable [25, 75, 71].
master systems. Their down sides, in addition to the algo-
rithmic complexity, is thdost-update problem: they may
lose the effects of some updates, because update conflicds3 Who transfers an update?: Direction of trans-
are detected after the updates are accepted by replicas and fer

the users who issued them have long logged out from the | i ) .
system. Direction of transfer determines which replica is respon-

sible for transferring updates.Pull-based algorithms
make each replica responsible for polling other replicas
and downloading new updates, wherpash-basedalgo-
rithms make a replica with a pending update responsible

A change to an object is expressed either by the new &9 delivering the update to other replicas.

ject contents or by its (often semantic) description (“log”). Pull-based systems never send the same update to the
Systems that exchange contents are calbiedtents- Same replica twice, because the set of updates to be re-
transfer systems, whereas systems that exchange log é&ved is determined precisely through polling. Thus,
called log-transfer systems[[49, 64]. Consider a biblipull-based systems are suited in environments in which
ography database for example. When the “author” figlde network bandwidth is scarce [75.165] 26]. In addi-
is updated at a replica, a contents-transfer system wolifh, each replica only needs to keep track only of its own
transfer the entire database contents to other replicéigte in pull-based systems (i.e., the set of update it has
whereas a log-transfer system would transfer only a deceived), because the state of other replica is obtained

1.3.2 What is transferred as an update?: The unit of
transfer

scription of the update such as below. through polling. This property makes pull-based systems
attractive in Internet environments in which replicas are

UPDATE bibliography SET author="Herman managed autonomously, e.g., in FTP mirroringl [56] and
Melville" WHERE title="Moby Dick" Usenet article caching [39]. On the other hand, push-

based systems are computationally efficient, because they
Log-transfer owns several advantages over contertbviate periodic polling and have replicas communicate
transfer. First, log-transfer can handle update confliaaly when the object is updated. Furthermore, they re-
more flexibly, especially in multi-master systems. For egluce the update propagation delay, especially in fully con-
ample, two updates that modify the authors of two diffenected networks, by pushing updates immediately after
ent books can be merged trivially in log-transfer systensing issued. Thus, push-transfer is attractive in sys-



tems used in fully connected environments — examples
include NIS [73], Usenet[[35, 69, 47], and relational
database systemis [16, 19] 27].

1.3.4 Summary: classifying existing optimistic repli-
cation systems

Figure[1 shows how existing optimistic replication sys-
tems are classified. In general, systems on the left side
are simpler but inefficient, while systems on the right are
versatile but complex.

service usually makes a best effort to disseminate up-
dates quickly among replicas, and such a “best ef-
fort” is strong and practical enough for many appli-
cations.

Several design choices exist as to how eventual con-
sistency is achieved when updates may be issued
concurrently — for example, whether to order up-
dates totally or partially, or whether to let the user
specify the ordering or to let the system determine
the ordering automatically. We discuss these issues

in Sectiorf 2.11.

View consistency: Eventual consistency by itself pro-

1.4 Challenges

Optimistic replication algorithms face two main chal-
lenges: keeping replicas consistent and scaling perfor-
mance. While these challenges are not unique to opti-
mistic replication, they are complicated, because these al-
gorithms let updates be issued at multiple replicas at the
same time and optimistic algorithms often discover up-
date conflicts long after the updates are issued.

1.4.1 Maintaining replica consistency

Maintaining theconsistency of replica, or controlling the
quality of replica contents, is the most crucial function of
any replication service. By definition, optimistic replica-
tion algorithms cannot guarantee strict single-copy con-
sistency. Thus, the first challenge here is to define the
type of replica consistency an algorithm can guarantee —
an implementation often follows naturally from the type
of guarantee. We distinguish two types of replica con-
sistency guarantees that a system would provide in this
report: eventual consistency and view consistency.

Eventual consistency: Eventual consistency demands
the consistency of the replicas in a quiescent envi-
ronment. In other words, it guarantees that whatever
the current state of the replicas is, if no new update
is issued and the replicas can communicate freely for
a long enough period, the contents of all the replicas
become identical eventually.

Eventual consistency is important for two reason
First, it is the minimal requisite of a replication al-

vides little end-to-end guarantee about the quality of
data — that the replica contents eventually converge
give means little to users. The goal of view consis-

tency guarantees is actually to control the quality of

data by intervening on replica read (and sometimes
update) requests. This guarantee is optional, and
in fact, many systems serve arbitrarily stale data to
users.

View consistency includesausal consistency that
preserves partial orderings among read and write
requests, andounded inconsistency that explicitly
limits the degree of replica inconsistency. For ex-
ample of causal consistency, consider a replicated
password databasel [9,174]. A user may change her
password on one replica and later fail to log in from
another replica using the new password, because the
change has not reached the latter replica. Such a
problem can be avoided by having causal read
guarantee, that is, to make a read request honor the
past updates made by the same user. An airline seat
reservation system is an example in which bounded
inconsistency guarantee is useful. Airline companies
allow overbooking to streamline both the reservation
system and the airline operations, but they must limit
the degree of overbooking to avoid hurting their rep-
utation. We discuss view consistency maintenance in
more detail in Sectioh 2].3.

1.4.2 Scalability

E)'ptimistic replication algorithms must perform efficiently

orithm: without this quarantee. the replica contenltmder a large workload to be practically useful. The size
?na rer,nain corru tegd forever’ makinp the s steO? the workload grows along three axes: the object size,
Y P ' 9 y {H? number of replicas, and the number of objects. These

practically useless. Second, an eventually consisten
axes are mostly orthogonal — for example, some algo-

2Coda transfers contents for ordinary files and the log for directorighms scale to many replicas well but not to large objects.
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Figure 1. Classification of existing optimistic replication systems.

The space efficiency of a system is often as importaopen issues that have eluded satisfactory solutions.
as the performance. Replication algorithms must maintain
several data structures as well as the object contents them-
selves — the log of updates, the names of other replicas, . .. . .
etc. These data structures should be small, and shouk?ze Mamtammg rep“ca conS|stency
able to be trimmed if necessary so as to leave the maxi-
mum amount of space for what users actually want, i.&his section surveys the techniques for maintaining two
the object contents. types of replica consistency guarantees: eventual consis-
tency guarantee and view guarantee.

1.5 Structure of the report

Section 2 surveys how optimistic algorithms handle t/el Maintaining eventual consistency
challenge of maintaining replica consistency. In particu- i i i L
lar, we decompose this problem into three sub-problenﬂ%‘s section dlscusse_s the methodo_logles for maintaining
—_distributing updates, ordering updates, and detectiﬂﬁentual _rephca con_5|s'Fency for various classes of update
and reconciling updates — and describe how Varioagopagatmn strategies introduced |r_1 Sec 1.3. We start
classes of algorithms solve these problems. with pull-transfer systems. Lgter in Sect|1.4, we
Section[B discusses optimistic algorithms handle tﬁgow that push-transfer .algorlthms are all derlved. from
challenge of scaling the performance. We study this l__JII-transf(_ar systems using one of the two techniques:
sue along three dimensions — scaling to large obje é'nd pushing or state estimation.
scaling to many replicas, and scaling to many objects —The problem of maintaining eventual replica consis-
and also survey techniques proposed for helping syst&fcy is broken down into the following set of sub-
scale to large workload. We argue that the performarﬁ@blems. Algorithms introduced in this section are pre-
of optimistic replication algorithms is largely determinegented along this breakdown.
by their update propagation strategy. We further show that
a system's performance requirements — e.g., supporting. pistributing updates among replicas.
many replicas over unreliable links — often determine th
type of algorithm it uses.
Section[# concludes the report by discussing severad. Detecting and reconciling conflicts among updates.

e2. Determining the order of update application.



2.1.1 Pull-based single-master systems meet and synchronize their devices. In many Internet ser-

) . , vices, the replica communication topology would be set
Single master systems designate one replica as the m@sl—n an ad-hoc and semi-static way through human ne-
ter that is responsible for accepting and applying chang

_ _ Otiation. As far as replicas can communicate with one
Other replicas, or slaves, receive changes from the masighner at least indirectly, this algorithm can distribute all

Replica consistency management is trivial in singlgse ypdates to all the replicas. This naive algorithm has an
master systems. Contents-transfer update propagafiglious downside, however: it becomes slower and con-
is usually implemented using a simplified variation ofmes more disk space as it accumulates more updates.
Thomas write rule (Sectign 2.1.8.1). Here, each repllcaﬂmestamp vector is a technique used in pull-based sys-

stores a timestamp that shows the last time its conteptﬁ1 L
o ) . . ..__tems to minimize the number of updates exchanged be-
were modified. A slave replica obtains the master’s times-

o . ween replicas [60, 25, 64 [1,145,120]. Each replica keeps
tamp periodically and downloads the master replica’s CORS on-diisk timestamp vectdw, an N-element array of
tents only if its timestamp is older than the master’s. ' y

Loa-t for i " v imol ted b timestamps, which summarizes the state of the replica.
b 09- r?:hs elr '? eq(l;at y easl! ydlmp emek:‘n N i Y TeMEMare N is the total number of replicas in the system and
ering ot the fast update applied on each repiica. the timestamp is any number that increases monotoni-

Because updates are accepted only at the master, upg§1ﬁ9 — a logical clock[45], a wall clock [E0, 51], or a

ordering an_d con_flict detection are both handled by tI(ﬂf‘aunter that increments at each update issuance may suf-
master re_pllca using common database_ concurrency cpls TV[j] on replicaj E]shows the time an update is last
trol techniques such as two-phase locking and OptiMisiG ad at replicg; therefore,TV[j] is also called replica

concurrency control [29,/6]. j’s timestamp. Each update exchanged among replicas is
associated with its issuer’s timestamp at the moment of

2.1.2 Pull-based multi-master log-transfer systems issuance. Other elements©f have the following mean-
ing: whenTV([i] = v on replicaj, replicaj has received

Multi-master log-transfer algorithms are the most versgy ihe updates issued at replicand with timestamps up
tile and most complicated among optimistic replication gl \,

gorithms. Maintaining eventual consistency in these sys-
tems is complicated, because multiple updates may betli
sued simultaneously on different replicas and they
reach other replicas in an arbitrary order.

Figure[2 shows the update propagation procedure using
f?festamp vectors. To propagate updates from replioa
miaé/plicai, replicai first sends its timestamp vectdp, to

replicaj. Replicaj comparedV, with j’s own timestamp

vector, TV}, element by element. [V;[k] < TV[K] for
2.1.2.1 Distributing updates replicas using times- somek, replicaj sends to replicaall the updates issued
tamp vectors: Multi-master replication algorithmsat replicak, stored onj, and with timestamps larger than
must ensure that each replica receives all the updatesTisik]. This process ensures that replicgaceives all the
sued by all the replicas, even when the original issuersugfdates stored on replicaand are absent from replica
the updates are not directly reachable. This requiremantand that replica does not receive any update that it
called any-to-any update transfer is essential in mobile has already received. After the updates are SBvton
environments in which network links are usually inconreplicai is set to the pair-wise maxima ai; and TV;.
plete, but it is also important in fully connected envirorBy swapping the roles and let repligareceive updates
ments to avoid one node’s failure stalling the update prdpsm replicai, the two replicas will have the same set of
agation of the entire system [65,/61] 25]. updates.

A naive algorithm for achieving any-to-any update Timestamp vector is useful not just for update propaga-
transfer is to let each replica log all the updates it receivigsn. It is an efficient mechanism for estimating the state
and send the entire log to other replicas either periodfa remote node (i.e., the number or the degree of events
cally or on demand. Given enough time for replicas tgappened on the node). Other applications of timestamp
communicate with one another at least indirectly, all thectors include write conflict detection (Sect[on 2.1.2.3),
replicas will receive all the updates. Notice that we atgdate ordering (Sectign 2.1.2.2), and update log trunca-
not concerned about how replicas actually communicatien (Section 3.4]2).

For example, in a mobile environment, the replica com-
munication topology would be determined by how users SReplicas are assumed to be named by numbers fronNo-td.




2.1.2.2 Ordering updates: Having replicas receive propagation.
the same set of updates is not enough to achieve eventudlhe third approach, proposed by Denol[36], adapts the
consistency in multi-master systems, because the repliqasrum consensus protocol [23,] 76] to an optimistic en-
may receive the updates in a different order. The replironment. The administrator of Deno allotshallot of
cas must sort and apply the updates in a well-defined areertain weight to each replica, with the sum of ballots
der. We describe two approaches for update ordering: ttedd by all the replicas being@. Each update is associ-
use of distributed protocols for informing replicas of thated with avote that increases by the replica’s ballot when
progress of update propagation to order updates totatbceived by a replica. The application of an update is de-
and the use of semantic relationships among updatedetwed until its vote exceeds 0.5. When multiple updates
order updates partially. circulate among replicas simultaneously, only one of them
will win the vote and others will be discarded silently. An
Total update ordering: Eventual consistency can balpdate circulates among replicas up to twice in Deno —
achieved naturally by forcing all the replicas to apply ug@nce to collect votes, and again to inform the replicas of
dates in the same order. We overview three techniqug vote passage. This protocol totally orders updates by
developed to let replicas agree on such total update ordgge order they acquire majority votes.
ing. The three approaches have trade-offs. The advantage
One approach, proposed by Goldihgl[26], usssvec- Of the first approach is that it is decentralized and that it
tors to learn about the status of other replicas. An ack vetever aborts updates. Its downside is livelocking — a sin-
tor AV is anN-element array of timestamps, exchangeile dead replica may hamper the progress of all the other
between replicas and updated just like timestamp vectdgplicas — and this problem worsens as the number of
AV([j] on replicaj is defined to beo<ir2|i\1nTV[i] (i.e., j has replicas increases. Bayou's home-based algorithm allevi-

ved all th dat or than dl ates the livelock problem, because as long as the home
received all Ine Updales no newer Lj], regardless replica is functional, it can order the updates timelily. It

of their issuers). LikewisedV[K| on replicaj represents is also flexible, because the home replica can resolve up-

'S conservative estimate of the newest updz_ite recelVfte conflicts in any way without regard to other replicas
by replicak. Thus, all the updates whose tlmestam;Ec

der th o~ teed to h b 75]. On the other hand, the Bayou’s algorithm is more
are older ano<ir2[|\| [i] are guaranteed to have bee omplicated than Golding’s. Deno supports a spectrum

received by all replicas, and they can be sorted by thefrthe degree of centralization; assigning the entire bal-
timestamps and applied to the replica. This technique fetto a single replica will make Deno behave like Bayou,
quires that the replicas’ timestamps advance roughlyvtile assigning an equal weight to each replica will make
the same speed. Otherwise, a replica with a very sl@eno behave more like a traditional voting scheme. On
timestamp may stall the progress of the ack vectorsthe downside, Deno allows only one update to be out-
all the replicas by keeping<iLnNiﬁV[i] from increasing. standing at a time, and all other updates that fail to win
Therefore, Golding’s algorithm uses loosely synchroniz&iority votes are aborted. Thus, it is not suited for ap-
wall clocks [50/51] as timestamps. p!lC&tIOI’]S that experience large communication delay and
The second approach, proposed by Bayou [61], d&4gh update frequency.
ignates one replica as th®wme. The home replica uni-
laterally and totally orders the updates in any order it Partial update ordering:  While being intuitive, total
chooses. The home replica assigns a monotonically update ordering has two disadvantages. First, it may delay
creasing commit sequence number (CSN) to each opdate application unnecessarily, because it ignores se-
dered update. The mappings between the updates’ tinrasntic relationships among updates such as update com-
tamps and their CSNs is propagated back to other reptiutativity. Second, total ordering cannot preserve depen-
cas by piggybacking them onto ordinary update medencies among updates issued at different replicas. For
sages. Notice the difference between Bayou's home nad@ample, consider a source code management database,
and the master node in single-master replication systeimswhich a library module is modified on one replica, and
In Bayou, the home replica is responsible only for ugn application program is modified on another replica in
date ordering, and the updates can be transferred betwsaarh a way that it depends on the new library modulé [74].
any pair of nodes, whereas in single-master systems, tihesuch a case, we want the library update to be applied
master node is responsible update issuance, ordering befibre the application update on all the replicas, but we



may mix the two with updates to unrelated modules. Sutgm attaches to each update the issuer’s timestamp vec-
a constraint cannot be expressed using total update order-at the moment of issuance (notice that in the original
ing mechanisms. timestamp vector algorithm described in Secfion 2.1.2.1

Several systems address the shortcomings of total @nd Figurg P, the system attaches the issuer’s timestamp
dering by taking advantage of update commutativity [78y each update) [60]. When one update’s timestamp vec-
63,[36,32[48]. For example, additions and subtractioi®s dominates another’s, the two updates do not conflict,
on a numeric value or file creations in the same directdpgcause the former is issued after its issuer received the
can be applied in any order to produce the same resultlatter update. Otherwise, the two updates conflict.

The idea of commutative updates can be extended tdJpdate conflicts, by themselves, do not affect eventual
the concept of causality. Causality is a partial orderinggnsistency of the object — conflict detection is purely for
defined over updates, which specifies the conditions usfer convenience. Consider a conference room reserva-
the form “the updat& must be applied before the updatéion system for examplé[75]. If two people submit reser-
Y”. Some systems let the user specify causality explicit4ation requests for the same room for the same time slot,
[7,18,/45]. Other systems introduceasion, a persistent the system can easily maintain eventual consistency by
record that encapsulates the history of object accesse@®gepting one request and ignoring the other. If the peo-
a particular user; a new update issued by the user is cple-were informed about the conflict, however, they would
sidered to depend causally on previous updates recorbiédble to negotiate the schedule.
in the user’s sessioh [74, 124]. Resolving conflicts is fundamentally application-

The earliest implementation of causality attached €gpendent[75, 71]. Some conflicts, such as creating two
each update the set of names (e.g., timestamps)didferent files in the same directory [43], can be resolved
causally preceding updates, and it delayed the update $ipply by merging them, but others, such as the previous
plication until all the causally preceding updates are gfom reservation example, need to be resolved manually.
plied [7]. This naive solution had a disadvantage, in
that the size of an update grows unboundedly as it ¢81.3 Pull-based multi-master contents-transfer sys-
pends on more preceding updates. Recent systems solve tems
this problem by compressing the preceding-updates set by
grouping the updates by their issuers and picking only th8is section discusses how multi-master contents-transfer
newest update from each grolip[45[ 8| (75, 61]. If a sysystems maintain eventual consistency. To propagate and
tem guarantees that updates issued by the same replé&@r updates, contents-transfer systems need to agree
are propagated in the order of issuance, as is the c@8¥ on which replica is the newest — transferring the
with timestamp vectors, this dependency compression ¢@ntents of the newest replica to others will bring all the
gorithm achieves the same effect as the earlier naive sdRplicas up to date. We first introduce Thomas write rule,
tion. a simple protocol used to determine the newest replica

contents. Next, we describe algorithms used by applica-

) - o tions that must detect update conflicts.
2.1.2.3 Detecting and reconciling conflicting up-

dates: Two updates conflict when a replica issues z 31 Th i e Th . | ¢
update before it receives another update that is alreqdy ™" omas write rule- omas write ruie gets
it name from the seminal paper that introduced an algo-

circulating among repliczﬂ This situation is easily de- " NN . o
tected using timestamp vectors as follows. Remem pm for pe53|m_|st|c, votmg-base_d _re_pllcatpn [.76]’ but
it 1Is now more widely used in optimistic replication sys-

that when one replica’s timestamp vector domirﬁt&s : . . .
g?ms. It associates with each replica a timestamp — usu-

other replica’s, the former is strictly newer than the latt | | hronized wall clock T50.1511 but
in the sense that the former has received all the upda%}gei g%zzzt?r/?g grorll_li(teusWNa:)tgso% 4]) ' th]f:’lt stjhc?v(\)/;n;e
that the latter has. To detect update conflicts, the sys- N — o

P yast time the replica is modified [76} 9,153,/ 64) 30]. Each

“This report defines update conflicts syntactically. For example, iéplica obtains a peer replica’s timestamp either periodi-
the room reservation example, concurrent reservation requests to dif{g;_ﬂy or on demand, and it downloads the peer’s contents

ent rooms do conflict by this definition, but they do not in the commo : - . ; .
cense. Only when its timestamp is older than the peer’s. Given

50ne timestamp dominates another when each element of the for@BOUgh time f'OI’ .replicas to comm.unicat.e with one an-
timestamp is no older than the latter’s. other at least indirectly, all the replicas will converge on




the newest contents. 2.1.4 Push-transfer systems

Object deletion requires a special treatment usipgsh-transfer systems are actually derivatives of pull-
Thomas’ write rUle, because the timestamp cannot be r%g"ed Counterparts_ Pull- and push_based Systems differ
from a deleted replica. Three solutions have been pihly in the way updates are distributed. Other issues, in-
posed to solve this problem. The first solution is simply Quding update ordering, conflict detection and reconcili-
require a human intervention to delete objects (e.g., DM§on, can be addressed using the same techniques devel-
[53] and NIS [78]). The second solution is to keep thgped for pull-based systems.
timestamps (but not the contents) of deleted replicas onrhe pull-transfer algorithms discussed so far associate
disk. These timeStampS are also called “tombstones” [%}h each rep”ca a timestamp or Something similar (e_g_,
or “death certificates’ [18]. The third solution, proposeg timestamp vector) to represent the state of the replica.
by the Porcupine mail server [68.,167], propagates an Ughey then let each replica retrieve a peer replica’s times-
date in two phases. In the first phase, the update is diss@stp and discover the set of updates or the contents to
inated among replicas. The update record, logged on digk downloaded. On the other hand, push-transfer sys-
separately from the replica contents, acts as a tombstgfis must identify the set of updates to be sent to another
when the update deletes the object. After all the replicasplica without a contact. This can be achieved in two

confirm the reception of the update, a separate retiremgas: by blindly pushing all the new updates or by esti-
notices are circulated among the replicas to delete the higting the state of other replicas.

date record.

2.1.4.1 Blind pushing: In the blind-pushing scheme,

a replica with an update blindly delivers the update to all

the replicas that are communicable. This approach is sim-
2.1.3.2 Detecting update conflicts: Thomas write ple and effective in services that connect replicas in such a
rule has one shortcoming: all conflicting updates aweay that an update flows through more or less a fixed path
silently discarded except for the newest one. Systems dael is unlikely to be received by the same replica twice.
signed for multi-user collaboration, such as Codal[38, 44ingle-master systems, Usenet][69], relational database
Roam [65] and Locus [60], need to know when the ugystems[[58], and the Porcupine mail ser\er [68] are the
dates conflict and notify the users. These applicatioggamples of the services that use blind pushing. The
combine timestamp vectors and contents-transfer. Theygeiver-side replica uses one of the pull-transfer mech-
work almost like the systems based on Thomas write ruésisms (e.g., Thomas write rule in Usenet and Porcupine)
except that they associate with each replica a timestatogilter out duplicate updates.
vector, TV, instead of a timestamp. As beforé Vi

on replicai shows the last time an update was issued 24 42 State estimation techniques: Blind pushing

i ﬁ)thﬁr elemlgnts, ofV are updated by merging tezmhas an obvious downside, that is, it sends duplicate up-

\_/rv_|t other replicas tgniz_sta(;nph_vectors (Sec(;. ajdates when each replica communicates with many other
Imestamp vectors defined this way can detect upagie.,q [18]. This problem can be alleviated by letting

conflicts using the same technique introduced in Sect|8 ch replica estimate the state of others and push only

21.2.3. those updates that are likely to be missing on a remote
Several systems offer an alternative solution by natweplica.

rally extending Thomas write rulé [28, 58,164,166]. In An example of state-estimating techniquestiiaes-

this scheme, each update is associated with the issuiingp matrices, used in multi-master, log-transfer, push-

node’s timestamp just before the update issuance. Whased systems [719,148, 2]. A timestamp mafii, stored

the receiver-side replica’s timestamp differs from the oma each replica, is aN x N matrix of timestampsN is

attached to the update, the update is considered to cihve number of replicas, and the timestamp is defined as

flict with the one previously applied on the receiver-sida Sectionl).TM[i] on replicai holdsi’s times-

replica. While being simpler than the technique bas&amp vector, and the other rows DM shows the replica’s

on timestamp vectors, this technique may report a falg®nservative estimate of the timestamp vectors of other

positive conflict when the receiver-side replica missesplicas. Put another way, TM[K][j] = c on some replica

older updates. [, thenl knows that replick at least has received all the



updates issued at repligawith timestamps up te. The the number of replicas), resulting in a large computational
update propagation process, Figure 3, is similar to the st (Section 3.2]2).

using timestamp vectors (Figyre 2). The only difference is

that when sending updates to replicahe sender uses its . . .
TM[]j] as an estimate of repligés timestamp vector rather2'3 Managing view consistency

than receiving the vector from repligaThe receiver-side optimistic replication algorithms, by definition, cannot
replica’s timestamp matrix is updated by computing the\sure strict replica consistency. Eventual consistency
pairwise maxima of itself and the sender's matrix, pigmly guarantees replica consistency in hypothetical qui-
gybacked on the update message. Timestamp matrixdgcent state, and it offers little clue to users regarding the
duces the number of duplicate updates, but it still canngiajity of replica contents. Some replicated data services
totally eliminate duplicate updates completely — e.g., ifo fine with just eventual consistency guarantee, because
two replicas receive an update simultaneously, they Mg#the semantic limitations of the network protocols they
send the update to the same replica twice. use. The Porcupine mail server [68] 67] and Usenét [69]
Thomas write rule can also be extended naturally to hge examples of such services; replica inconsistency is
come a push-based algorithm using a similar techniqygy worse than potential problems caused by SMTP (for
let each node maintain a vector of timestaripdV that email) and NNTP (for Usenet), such as the delay of deliv-
conservatively estimates the timestamp of other replicgﬁy and duplicate messages. On the other hand, in many
Replicai sends its contents to another repljaanly when  services, such as the replicated password database exam-
TMV[i] > TMV(j] on replicai. Active Directory [49], a ple illustrated in Sectiof 1.4.1, weaker forms of quality-
replicated hierarchical directory service provided by Wirsf_data guarantees provide a visible benefit to users. This

dows 2000, uses an algorithm similar to the above. Thgction overviews proposals for weaker replica consis-
difference is that Active Directory replicates many objec{gncy guarantees and their implementations.

on a site (each node in the name space tree is an object),
and the vector actually estimates the largest timestar2n

among all the objects replicated on a site. 31 causal consistency

Preserving causal orderings among accesses is especially
2.2 Trading off replica consistency and up- helpful in avoiding consistency apomalies that confuse
date application delay users. Four types of ca_lusal consistency guarantees have
been proposed depending on how reads and writes inter-
The algorithms described so far delay applying updatest: “read your writes”, “monotonic reads”, “writes fol-
until their final application order is determined. Thudpw reads”, and “monotonic writes” [74]. Among them,
slower the communication among replicas is, or moveites follow reads and monotonic writes are actually
replicas there are, longer the update application is derms of causal write consistencies, already covered in
layed. This problem is alleviated by applying updateection 2.1.2]2. “Read your writes” guarantees that the
tentatively as soon as they arrive [[75]. When the tentatiwontents read from a replica always incorporate previous
order turns out to be different from the final order, theserites (by the same user). The password example illus-
updates are undone and re-applied in the correct ordetrated in Sectiofi 1|4 is an example in which the read-
necessary. Tentative updates allow the user to see marer-writes guarantee is beneficial. “Monotonic reads”
up-to-date contents at the price of an occasional confiuarantees that two successive reads (by the same user)
sion when they are undone and re-applied. Tentative wgturn increasingly up-to-date contents.
dates are used also in single-master systems to let the us8oth guarantees are trivial to provide when the user
update a slave replica while being disconnected from thecesses only a single replica, but they become tricky
master|[[28, 38]. when the user roams over multiple replicas. View con-
Tentative updates pose two implementation challengsistency in roaming environments is implemented by the
First, the updates need to be able to be undone, whiclsasne technique used for maintaining causal update con-
not always possible especially when they interact with teestency (Sectioh 2.1.2.2)I[7, 8,145, 74] 24]. Here, a read
real world (e.qg., firing a missile or paying money). Secondquest is associated with (the compressed representation
problem, applicable only to multi-master systems, is thaf) the set of causally preceding read or update requests.
the number of undos and redos increase®(@t?) (N is A request that does not satisfy its causality constraint ei-
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ther is rejected outright[74], or is delayed until the replica.1 ~ Scaling to large objects

receives enough updates to satisfy the constraint [45]. Scaling to large objects is determined bjat is trans-

ferred as an update (Sectjon 1]3.2).
) Log-transfer systems support large objects better, be-
2.3.2 Bounded consistency cause their cost depends on the frequency and the size of
) _ updates, but not on the size of the object.

Several systems let the user specify the maximum degregyy, the other hand, the cost of contents-transfer systems
of inconsistency allowed during a replica access. increases linearly with the object size. Two techniques

Many systems (e.g., quasi copies [3], DNSI[53], arthve been proposed to alleviate this problem without los-
WWW [15,(78,77]) measure inconsistency by real-tim@ig the simplicity of contents-transfer systems. The op-
they guarantee that the newest object contents are pr@pistic delta technique [5. 68], originally developed for
agated to the replicas within a fixed period. The advanfwWw latency reduction, speculatively sends a difference
tage of this approach is the simplicity — a combinatiopetween new and old object contents and falls back to
of single-master replication and periodic polling/pushing full contents transfer when the remote replica contents
naturally achieves this guarantee. The downside is thadé not match the sender’s. This technique saves the net-
is practical only in single-master replication systems withiork bandwidth but not the computational cost. Another
highly reliable network links. technigue is to divide an object into a hierarchically struc-

A different line of studies suggests specifying thired set of subobjects and use Thomas write rule at each
amount of inconsistency in terms of the number of ufevel of hierarchy (e.g., Rabinovich’s algorithm [64], Lo-
dates that the read can overlap with![63], or in terms fs Notes[[64], Active Directory([49]). This technique
semantic metrics, for example, within five dollars froraan be extended to allow a site to replicate just a sub-tree
the amount in a bank accouht [40] 41] 57, 81]. They hax#hin the hierarchy to reduce the cost of replication fur-
been used to improve the performance of non-replicatée@r (e.g., Roam [65]).
database systems by increasing locking concurrency, but
recent studies suggest applying them to replication bothgopy Scaling to a large number of replicas
improve performance and to enrich consistency semantics
[63,[11,62]. Earlier work in this area is implemented bf system’s ability to support many replicas is determined
a relaxed two-phase locking in which reads and writesy the update transfer model described (Sedfion [1.3.1).
the same datum are granted under certain conditions &wpporting many replicas presents different problems for
are thus are often not applicable to mobile or wide-aregingle-master and multi-master systems.
distributed applications designed to work over intermit-
tent network links. A recent study [B1] suggests the use2.1 Propagation delay and load imbalance
of forced pushing and pulling of updates among replicas

to ensure that the degree of inconsistency among repliE{&/iNg many replicas increases the update propagation
is bounded. delay and sometimes creates a load imbalance among

replicas. This problem is especially serious in single-
master systems in which the master replica propagates up-
dates to all the slaves. This problem, fortunately, is alle-
3 Sca“ng optimistic rep|ication Sys- Viated easily. One solution is to organize the replicas in a
tree form, place the master at root, and let updates ripple
tems down the tree from the root [15, 80} [1,134]. It cuts the
propagation delay frord(N) to O(logN) (N is the num-
This section studies the performance and the space dféf of replicas) and reduces the load on the master (and all
ciency of optimistic replication algorithms. We first disether replicas) to a constant level. Multi-master systems
cuss the computational and the networking overheadsofch as Roam [65], Usenét [69] and Active Directory [49]
the systems along the three axes of workload scalirogin push this idea further and connect replicas in a tree
large objects, large number of replicas, and large numisénucture supplemented by short-cut paths to improve the
of objects. We next discuss the storage requirement of thailability and the update propagation speed. Another
systems and their efforts to curtail storage consumptiortechnique employs an unreliable multicast protocol (e.g.,
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Digital fountain [10]) to distribute updates efficiently irbased systems increases{tNX) (N is the mean num-

the common case and to back it up with a slower but retier of replicas per object arlis the number of replicas

able algorithm like those described in Secfipn 2 [18, 47%tored on a node), pull-based systems become expensive

when a node replicates many objects. Therefore, most

systems that support many objects — e.g., Active direc-

tory [49], Usenetl[6DB], and the Porcupine mail server [67]

Gray [28] argues that multi-master replication alge— use push-based algorithms.

rithms cannot scale to large number of replicas, because

they would experigncé)(Nz) update conflicts (Section3 4 Controlling the space overhead

[2.1.2.3), whereas single-master systems would experience

only O(N) update conflictsN is the number of replicas). Replication algorithms keep several types of data struc-

In addition to confusing users, increased update confligges on disk in addition to the object contents to main-

leads to increased undos and redos of updates (and fRils replica consistency. Examples include timestamp

larger computational overhead) when the system suppai@stors or matrices to keep track of the state of replicas

tentative update application (Sect[on]2.2). (Sectiong 2.1.2]1 arjd 2.1.4), tombstones to keep track of
Gray makes one important assumption to derive Kgleted objects (Sectipn 2.1.8.1), and the update log (Sec-

conclusion: each data item is updated equiprobably #9n[2.1.2.1). This section examines the space overhead

all replicas. This assumption does not hold universaW these data structures and overviews the strategies for

— for example, write sharing in UNIX file systems igeducing the overhead.

known to be rare[[59,14] — and it is still not clear how

severe this scalability problem is in practice. Assumirgj4.1 Timestamp overhead

equiprobable data access, however, this problem is ‘E{ble

: , [1 summarizes the amount of space occupied by
herent to multi-master systems, and no satisfactory sO- ) .
: S imestamp-related data structures per replica for various
lution has been found yet. Proposed remedies include

. R . . o&imistic replication algorithms. The overhead due to
single-master replication with a support for tentative u?fmestamps is usually negligible even for timestamp ma-
dates|[28], 55], or a contents-transfer mechanism that ?an : o .
. : i . . rices, because each timestamp occupies just 32 or 64 bits
regglve update conflicts efficiently (i.e., by simple ovegf disk space. Nevertheless or?e studpy préposes reducing
writing) [69]. the overhead of timestamp matrices further by collapsing
the rows corresponding to the remote replicas into one by
3.3 Scaling to large number of objects taking column-wise minimuni[33]. This scheme, how-
ever, reduces the accuracy of estimation of state of re-

While most existing optimistic replication systems are dgyqte nodes, potentially resulting in more duplicate update
signed to manage a single object per node, several rggnsfers.

sons exist for replicating many objects on a node. One

reason is to r_eplicate just a por.tion of a large qlata_ba\?iz Controlling the size of update log and tomb-

to conserve disk space _[65.169]; a natural solution is 0 stones

divide the database into small pieces and replicate them

selectively. Another reason, demonstrated by the Portiog-transfer systems keep the log of updates that grows

pine mail server [67], is to “mix and match” replicas fronindefinitely as updates accumulate over time. Several

many objects on a node to mask the system’s heterogemehniques are proposed to trim the size of the update log.

ity — e.g., differences in the disk capacity and the CPthe first technique deletes all the updates older than a pre-

speed — and achieve a better load balance. defined period (e.g., one month) or uses a fixed-size up-
In theory, any single-object replication algorithm dedate log and rolls over old updates when the log fills up

scribed so far can be made to support multiple objed#2,70]. The second technique is based on an observation

simply by running many instances of the algorithm ithat the log trimming problem and the total update order-

parallel. However, a technique that is cheap for a singieg problem can both be solved by discovering whether

object may become prohibitively expensive for many olan update is received by all the replicas. Therefore, some

jects. Periodic polling performed by pull-based systemsdgstems use a variant of the ack vector algorithm (Section

an example. Because the number of polls per node in pl1.2.2) to trim the update lo@ [25,165,114].

3.2.2 Increased update conflicts
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Algorithm types Space Notes

Single-master pull 1
Single-master push N or 0 | N on master, 0 on slaves.
Multi-master pull contents-transfer 1 Thomas write rule
Multi-master push contents-transfar1 Blind pus.hing' (Porcupine,_UseneI)
N State estimation (Active Directory

Multi-master pull log-transfer N Timestamp vector

. N Blind pushing
Multi-master push log-transfer N2 Timestamp matrix

Table 1. The amount of the disk space occupied by timestamps by various replication algorithms. The unit is the
number of timestamp$ represents the total number of replicas in the system.

Contents-transfer systems keep tombstones for delaetedvorking overhead and ignored the CPU and the disk
objects (Sectiof 2.7].3) that also accumulate as more oberheads. Several recent systems use optimistic repli-
jects are deleted. A tombstone, which is just a timestangation in local area network environments to make the
takes far less space than an update log, which contasgstem highly fault tolerant using inexpensive hardware
the entire history of changes to a replica. For this rea- e.g., Porcupine_[67] and Active Directory [49]. Such
son, and also to keep the system simple, most contemstgstems should save CPU cycles and disk accesses rather
transfer systems delete old tombstones simply by watitan network bandwidth. This issue can be addressed in
ing a fixed period[[18. 49]. Porcupine email server| [68hree ways.
exchanges “retire” messages among replicas immediately

after the gpdate propagation is finished to delete tomb-The first approach is to combine two algorithms, an
stones quickly.

efficient algorithm for the common case and a slower
but fault-tolerant algorithm for the emergency case. Ex-
3.5 Summary amples include the use of unreliable multicast protocols
[18, [47] (Section 3.2]1), and the combination of dis-
Table[3.5 summarizes how the design of an optimistigbuted transactions and optimistic replication![17]. This
replication algorithm affects their scalability. The tablgne of algorithms, however, has failed to gain popularity
shows that each axis in update propagation strategy dfie to its complexity.
fects the scalability and the space overhead in a differ-

ent way. In other words, the performance demand of a . . .
application will more or less dictate the replication algo.-nThe second approach, which has yet to see an investiga-

rithm to be used in the application. For example, a mobﬁgn’ is optim_izing existing opt_imistic algorithms. For ex-
database system that replicates a single large databa: Rle’ algorithms based on t|mest_amp vectors use an up-
many replicas should pick log-transfer, pull-based alg ate log that must support a complicated set of operations
rithms, which is actually the case ' e.g., retrieve updates by issuer, sort by timestamp, delete
' ' arbitrary set of updates). As another example, tentative
updates (Sectign 3.2) require complex supports from the
system to undo and redo operations. Efficient implemen-
4 Open Issues tation of these operations is an issue largely ignored until

4.1 Improving the Performance of Opti- now.

mistic Replication Algorithms _ _ _ o
The final approach is to design new optimistic algo-

Optimistic replication algorithms have traditionally beerithms with focus on CPU/disk cost reduction. We have
used in mobile or widely distributed environments iseen activities in this area only recently — e.g., Rabi-
which network bandwidth is the primary bottleneck. Comovich’s hierarchical object decomposition [64], and Por-
sequently, many of them have focused on minimizing ticepine’s selective replicatioh [67].
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Scaling

large object many replicas many objects Overhead
Single master O(N)
Multi master O(N?)
Push N(dup update) Y
Pull Y N
Contents transfe i\ tombstones
Log transfer Y update log |

Table 2. This table shows how the architecture of systems affect the performance. Shaded entries show comparatively
better choices.

4.2 Tolerating wider varieties of failures [2] Divyakant Agrawal, Amr El Abbadi, and R. C. Steike.
o o ) Epidemic algorithms in replicated databasegl6th ACM
Most of the optimistic replication algorithms make sev-  iSymp. on Princ. of Database Systems (PQP&yes 161—
eral implicit assumptions about failures: a failure cures 172, Tucson, AZ, May 1997.
quickly, and it does not cause a permanent damage to [@] R. Alonso, D. Barbara, and H. Garcia-Molina. Data
replica state. In practice, however, these assumptions of- caching issues in an information retrieval systefA&M
ten do not hold. Disk fill-up, disk crash, and a theft are ex-  Trans. on Database Systems (TOD$}(3):359-384,
amples of failures not handled well by existing systems. _ September 1990. _
For example, algorithms based on timestamp vectors o] “S";fy, ﬁBakedr,JJ(;hnKHbHatrtn;]an,t MI\'/(I:hael D. Ku?fer% KZT‘
timestamp matrices offer no way to delete avector (orma- . IfTifl, and John 8. LUSIEMout. vieastrements of a dis-
. . . . tributed file system. 113th Symp. on Operating Systems
trix) entry without the replica corresponding to the entry

. . . ) . ] Principles (SOSR)pages 198-212, Pacific Grove, CA,
explicitly circulating retirement notices to other replicas  cioper 1991

[26,161]. If a replica crashes and never recovers, all othefs] Gaurav Banga, Fred Douglis, and Michael Rabinovich.
replicas’ timestamp vectors (or matrices) will contain a  Optimistic deltas for WWW latency reduction.  In
garbage entry that can be removed only manually. For [USENIX Annual Technical ConferencAnaheim, CA,
another example, the update log in many log-transfer sys- 1997.
tems will fill up if one replica remains incommunicable [6] Phillip A. Bernstein, Vassos Hadzilacos, and Nathan
for long. Goodman. Concurrt_ancy Control and Recovery in
This problem is a weaker variation of the Byzantine __ Dafabase Systeméddison Wesley, 1987.
consensus problem, an active area of study. However, e){?] K. Birman and T. Joseph. Reliable communication in the

o . . presence of failuresACM Trans. on Computer Systems
isting solutions to Byzantine consensus, elg., [12], are not (TOCS) 5(1):272-314, February 1987,

applicable for our purpose, because they use fast, fu”3['8] K. Birman, A. Schiper, and P. Stephenson. Lightweight
connected network to perform lock-step replica synchro- — caysal and atomic group multica##CM Trans. on Com-
nization. puter Systems (TOCS)(3):47—76, August 1991.

Several systems have solved a part of this problem iri9] Andrew D. Birrell, Roy Levin, Roger M. Needham, and
ad-hoc ways. For example, Bayou allows the update log Michael D. Schroeder. Grapevine: An exercise in dis-
to be erased at any time to save disk spacé [61] and can tributed computing.Communications of the ACN25(4),
contain limited of types corrupt replicds [72]. For another _ February 1984.

example, Porcupiné [68] allows a node to retire suddenly! JOZTAV\}: Eyir; Mich‘_ Ltu?)llz Mi(t:h_ae'l\ MitzenI:ntacFr;e;,
without any announcement. and Ashutosh Regg. A Digital Fountain Approach to Reli-

able Distribution of Bulk Data. IARCM SIGCOMM pages
56—67, Vancouver, BC, August 1998.
[11] John Carter, Anand Ranganathan, and Sai Susarla. Khaz-
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/I The set of update the replica has received.
var log: SetUpdate)

/I The replica’s timestamp matrix.

var tm: array [0 .. N-1][0 .. N-1] of Timestamp;

proc SendUpdate(peer) I/ Send updates to peer.
if all entries intm/me] no larger thanm/peer] then
return ;

for i € {0..N-1}
if tm[peer][i] < tm[me][i] then
upd«— { u € log such that
u.issuer=i A u.timestamp> tm[peer][il}
Sendupd to peer.
tm[peer][i] := tm[me][i]
Sendtm to peer.
peerTM«— Receivetm from peer.
tm «— PairwiseMaxtm, peerTM

/I Called from SendUpdate
proc ReceiveUpdateipd)
foreachu € upd
Apply u on the replica
tm[me][u.issuerk— max(tm[me][u.issuer], u.ts
log < log U upd

Figure 3. Replica reconciliation using timestamp matri-
ces
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