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ABSTRACT

Maintenances the dominantsourceof downtime at high availabil-
ity sites.Unfortunately the dominantmechanisnfor reducingthis
downtime, clusterrolling upgrade hastwo shortcomingghat have
prevented its broad acceptanceFirst, clusterstyle maintenance
over mary nodess typically performeda few nodesatatime, mak-
ing maintenancelow and often impractical. Second clusterstyle
maintenanceloesnotwork on single-nodesystemsgdespitethefact
thattheir unavailability duringmaintenanceanbe painful for orga-
nizations.In this paper we proposea novel techniquefor online
maintenancehat usesvirtual machineso provide maintenancen
single nodes,allowing parallel maintenanceover multiple nodes,
and online maintenancefor standaloneseners. We presentthe
Microvisor, our prototypevirtual machinesystemnthatis customtai-
lored to the needsof online maintenanceUnlike generalpurpose
virtual machineenvironmentsthat induce continual 10-20%over-
head,the Microvisor virtualizesthe hardware only during periods
of active maintenancdgtting theguestOSrun atfull speedmostof
the time. Unlike pastattemptsat virtual machineoptimization,we
do notcompromiseDStransparenc We insteadgive up generality
and tailor our virtual machinesystemto the minimum needsof
online maintenanceeschaving featuressuchas|/O and memory
virtualization, that it doesnot strictly require.The resultis a very
thin virtual machinesystemthatinducesonly 5.6% CPU overhead
when virtualizing the hardware, and zero CPU overheadwhen
devirtualized Using the Microvisor, we demonstraten online OS
upgradeon alive, single-nodevebsener, reducingdowntimefrom
one hour to less than one minute.

Categories and Subject Descriptors

K.6.3 [Managementof Computing and Information System$:
Software Management softwae maintenanceD.2.9 [Software
Engineeringl Management softwae configuation manayement
D.4.5 [Operating System$ Reliability

General Terms

Reliability, Management, Performance

Keywords

Planned downtime, online maintenance, availability,
machines

virtual

Permissiorto male digital or hardcopiesof all or partof this work for per-
sonalor classroomuseis grantedwithout fee provided that copiesare not
madeor distributedfor profit or commercialadvantageandthatcopiesbeal
this notice and the full citation on the first page.To copy otherwise,or
republishto poston senersor to redistrilute to lists, requiresprior specific
permission and/or a fee.

ASPLOS’040ctober 7-13, 2004, Boston, Massachusetts, USA.
Copyright 2004 ACM 1-58113-804-0/04/0010...$5.00.

1. INTRODUCTION

Theimpactof downtime on customersemployees,andstock
pricescan be profound.As a result, businessesncreasinglycon-
struct their computing infrastructure to minimize downtime.
Although unplanneddowntime from failuresis widely addressed
through deployment of redundanthardware, planned downtime
remains a challenging problem wittwfg@ractical solutions.

Planneddowntime results when critical applicationsmust
stopto allow for systemmaintenancesuchasaddingor replacing
hardware,upgradingor patchingthe operatingsystemor reconfig-
uring or upgradingapplications.Sitestypically dealwith planned
downtime by batchingmaintenanceventsinto maintenancewin-
dowsscheduledvhenthey can mostafford to stoptheir systems.
However, businessewith high-availability applicationstypically
view maintenancevindows not asa solutionto planneddowntime,
but asa costthatmustbe bornebecausenostformsof maintenance
are currently impracticalto performary otherway. Furthermore,
thesecompaniesncreasinglydemandhe highestavailability from
their infrastructure Jeaving fewer convenientwindows of time for
maintenance.

Although there is little publisheddata on the matter one
study shavs that planned downtime has becomethe dominant
sourceof outageminutesat the higher end of the sener market.
That1998studyby HP's NonStopHardwareDivision sureyed426
sites with high-availability applicationsfor 12 months[Non98].
Thosesitesusedsenersfrom IBM, Sun,Compaq,HP, DEC, and
Tandem.Of the 5921 outagesreportedin the suney, 75% were
planned For a subsebf siteswith detaileddata,the survey shoved
this fraction was increasingover time, and that plannedoutages
typically lasted twice as long as unplanned ones.

Although*“hot swap” hardwarecomponentsave helpedwith
thehardwareside,planneddowntime for softwaremaintenancés a
major problemwith few palatablesolutionsin sight. As thingsnow
stand,0OSandapplicationvendoramusteitherre-engineetheir leg-
ag/ systemgo supportonline patchingandupgrade or customers
mustdependon clustermechanismshatlet themperformupgrades
slowly over mary nodesFor siteswith non-clusteredeners,there
is noway to performmostformsof softwaremaintenancenline, at
ary speed.

In this paperwe proposea novel mechanisnfor performing
generalOS maintenancenline, that works on even single nodes.
Our technique is based on virtual machines.

Our mechanisnmiets an administratorrun enterpriseapplica-
tionsin onevirtual maching(VM), while simultaneouslypgrading
the OS, reconfiguringsoftware,or updatingthe applicationin asec-
ond VM. Whenthe maintenancés finished,the administratouses



anapplicationmigrationtool to move therunningapplicationsfrom
thefirst OS instanceto the secondor to redirectrequestraffic to
the applicationalreadyrunningin the secondnstanceBy working
without a sparenode,this approachaddressethe scalability prob-
lemsof clusterstyle rolling upgrade—administratorcan upgrade
mary nodesin parallel. It also provides an online maintenance
mechanism for non-cluster systems.

However, general-purposeirtual machinesystemsgenerate
too much overheadto be useful for the occasionabnline mainte-
nance. State-of-the art, commercial virtual machine software
induces 10-20% overheadfor typical enterpriseworkloads. We
believe thatenterprisecustomerswill resistpayingevena 10%per-
formancepenalty at times of peakload to let them perform the
infrequent maintenance withoutwlotime.

In this paper we proposea virtual machinesystemspecially
designedor online maintenanceWe describethe implementation
of sucha virtual machinesystemwhich we call the Microvisor. It
allows the administratorto turn off virtualization during long,
maintenance-fre@peration,and eliminate CPU overheadduring
thesetimes.We call this operationdevirtualization At maintenance
time, the administratorcan turn virtualization on again for the
length of the maintenance.

Past efforts to reducethe overheadof virtualization have
compromised OS-transparenc  [Barham03, Bugnion97,
Whitaker02].In contrastwe focuson reducingoverheadby elimi-
natingthe virtual machinefeaturesthat are unnecessarfor online
maintenanceWe do away with supportfor multiplexing morethan
two OS instancessharingl/O devices betweenvirtual machines,
andoversubscribingnemory We did not however compromiseDS-
transpareng our virtual machinemonitorremainsOS-transparent,
supporting an unmodifiedrd®4 Unix 5.1A lernel.

Using our system,we demonstrat@ major OS upgradeper-
formedon a web sener while it continuesto sene web requests.
Without our systemthis upgradewould have requiredan outageof
around an hour With our system,we are able to perform the
upgradewith threeshortoutagedotaling 41 secondf downtime,
without a sparenode,and without specialupgradesupportin the
kernel or OS upgradetools. This online upgradeis a challenging
form of maintenancandtherecurrently exists no practicalway to
perform it without our approach.

Our three main contriliions are:

* We proposea novel techniquefor online maintenance
using virtual machines.

¢ We build a prototypevirtual machinemonitor that is the
first to supportdevirtualization.We shaw thattailoring our
designto the minimum needsf online maintenancéeads
to amonitorwith just5.6% CPU overheadwithout giving
up OS-transparegyc

« We demonstratean online OS upgradeon a web sener
while it seneswebtraffic, withouttheuseof a sparenode.

A key componentof the mechanismwe proposefor online
maintenances applicationmigration, an areathat hasbeenwell-
studiedover theyears.In this paperwe do not focuson application
migration,andinsteadreferreadergo the recentwork by Osmanet
al. onthe Zap procesgnigrationsystemOsman02] andpastwork
on clusterstyle failover [Huang98, Zhou99].

2. EXISTING ONLINE MAINTENANCE
TECHNIQUES

Thereexist several techniquedor performingonline mainte-
nancewithout a virtual machinemechanismWe divide theminto
two broad classes:general approadces and subsystem-specific
approaces

2.1.General approaches

The hallmarkof generalapproacheto online maintenancés
their ability to supportonline a wide variety of softwareandhard-
waremaintenancesuchashardwareadditionandreplacementDS
patches and upgrades, and system reconfiguration.

Thereare a numberof existing techniquesand systemsthat
eachprovide a generalapproachto online maintenancesuch as
sparenodessener clusters softandhardmultiprocessopartitions,
andloosely-coupledacksof senerswith a parallelworkload. We
will referto all thesetechniquesas “clusters” becausen practice
“spare nodes” are often clustersof size two, and multiprocessor
partitioningis oftenusedto carne up a multiprocessomto acluster
In eachof thesesystemssparecomputeresourceareusedto sup-
port the applicationduringmaintenancef-or example,to performa
clusterrolling upgrade the administratorcanshift applicationload
from onenodeontoothers take thatnodedown for almostarbitrary
hardware or software maintenancethen shift applicationactivity
onto it agin and proceed to thextenode [Mic00].

Cluster ervironments have some nice online maintenance
propertiesFromthe sener vendors point of view, the singleengi-
neeringinvestmentn a clustermechanismenablesonline mainte-
nanceacrossmary hardware andsoftware subsystemsor cluster
customersthey areableto reduceplanneddowntime usingclusters
typically composed of ingensve hardvare.

Although clustersarefinding acceptancén the marketplace,
they arewidely usedfor online maintenancenly for trivially paral-
lel applicationgsuchasweb seners).Evenin multi-nodeernviron-
ments with spare nodes, high availability sites with non-triial
applicationsusually opt for plannedmaintenanceavindows instead
of rolling upgrade The mainreasoris thatmulti-nodemaintenance
cantake alongtime. Upgradingall n nodesin aclusterwith snodes
worth of sparecapacitytakes g iterations.To minimizethe chance
of an accidental, maintenance-inducedailure, high-availability
sites often mandatethat the samecrew of administratordinish a
maintenanceoperation that began it. As a result, maintenance
eventsmusttypically fit within an eight-hourwork shift. For clus-
tersof morethanjustafew nodesthis canbeadifficult deadlineto
hit if sis muchsmallerthann. As a result, mosthigh-availability
sitesdo not take advantageof the maintenanceropertiesof their
clusters,andinsteadopt to perform maintenancanore quickly in
plannedmaintenancevindows, despitethe downtime that results.
The NonStopavailability suney supportsthis obsenation: there
were4443plannedoutagesn the suney despitethefactthatmary
of the sureyed systems were higtvailability clusters.

2.2. Subsystem-specific appraches

Sener software and hardware vendors can also engineer
online maintenancebilities into particularsubsystems-or exam-
ple, dynamickernelmodulewriters candesigntheir moduleto be
installable and replaceableat runtime. Similarly, object-oriented
softwaresystemsanbe designedsothatconstituenbbjectscanbe



upgradedon the fly, asis donein IBM’'s K42 operatingsystem
[Appavoo03], and seeral useflevel systems [Sgl93, Hicks96].

Subsystem-specifionline maintenances also increasingly
offeredfor hardwarecomponents-or example,on mary mid-range
andhigh-endseners,PCI hot plug allows PCI cardsto be addedor
replacedwithout halting the operating systemand applications.
Thereexists similar supportfor disk hot swap in modernstorage
systems, and CPU and memory hoapwn some multiprocessors.

For software and hardware systemsbuilt from online-updat-
able componentsperformingmaintenancéy selectvely updating
a componentor two is an easyand elegant approach.However,
modernoperatingsystemsand commercialapplicationsare large,
andengineeringeamsare strappedRedesigningheselegacy sys-
temsfrom the groundup to provide this style of maintenances
simply infeasible.Evenretrofitting supportfor hot swap of individ-
ual componentss proving difficult. Furthermorethe engineering
investmenmadeto make onesystemcomponentipgradablenline
often does not benefit other components.

3. ONLINE MAINTENANCE USING
VIRTUAL MACHINES

Virtual machinesystemsoperateat the powerful boundary
betweenthe operatingsystemand hardware. From that privileged
perch,the Virtual Machine Monitor software (VMM) can circum-
scribethe OS’s view of hardware, encapsulatenachinestate,and
allow multiple OS instanceso run on a single node. The VMM
monitors and modifies operatingsystems’interactionwith hard-
wareto provide eachOStheillusion thatit alonecontrolsthe hard-
ware on which it runs [Goldbgr4].

By letting two operatingsysteminstancesun simultaneously
onthesamehardware,virtual machinesystemsanprovide general
online maintenancein a manneranalogouso the clusterrolling
upgradediscussedn Section2.1—essentiallyadministratorscan
simulatea sparenodeon demandUsingthis techniqueadministra-
tors canperformonline OS andapplicationupgradespatchesand
reconfiguration.However, unlike rolling upgrade,online mainte-
nanceusingvirtual machinesvorkson evenasinglenode,allowing
maintenanceof multi-node ervironmentsin fewer than g itera-
tions, or even in a single iteration. This maintenancenechanism
can also enableonline maintenancen single-nodecomputesys-
tems,suchasworkgroupor departmenseners. Even thoughthey
arenottraditionallyconsideredhigh-availability, planneddowntime
is still painful and disrupée in these standalonev@onments.

Figure 1 depictsan online maintenanceessiorusingvirtual
machines.The administratorwould likely schedulethis mainte-
nanceat an off-peaktime to ensureenoughidle cyclesto allow for
running multiple OS instanceson the sener. In this example,the
sener ordinarily runsa virtual machinemonitor, an operatingsys-
tem, and an enterpriseapplication. At the appointedhour, the
administratoffirst startsup a secondOS instance As the original
OS and applicationrun, he or she brings the secondOS to the
upgradedstate,perhapsy installing an upgradeto the OS, apply-
ing a patch,settingup a new versionof theapplication,or reconfig-
uring othersoftware. The administratoiis freeto rebootthe second
OS asnecessaryaswell asthoroughlytestthe new configuration.
Whenthe administratoiis satisfiedwith the stateof the softwareon
thesecondOS, he or shecanmigratethe applications servicefrom
thefirst OSto thesecondn themannermplo/edby sener clusters
[Mic00, Huang98],or in the caseof applicationmaintenanceredi-

@ System needs maintenance @ Start second OS instance

OS instance 1 OS instance 2
Perform maintenance on @ Migrate application to second
second instance instance
—>
[T_potcaton_|
| OS instance 1 | | OS instance 2 | | OS instance 1 | | OS instance 2 |
VM monitor VM monitor

@ Shut down first instance @ Maintenance complete

’“.\\ [ application | application |
T
~L [ osinstance 2 | [ os ins{ance 2 ]

Figure 1: Online maintenanceisingvirtual machinesThe virtual
machinemonitor lets administratorssimultaneouslyboot two OS
instancesonesupportghe applicationmaintenancéakesplacein
the other

rect requesttraffic to the upgradedapplicationalreadyrunningin
the secondnstanceThis migrationcanalsobe suppliedby a trans-
parent process migration system [Osman02].

With the applicationsafelyrunningin the upgradecenviron-
ment, the administratorcan shutdown the original OS andvirtual
machine.The only time application service stoppedwas during
migration. Althoughthe durationof this outagewill dependon the
applicationand the migration methodemployed, migration from
oneOSto anotheron the samephysicalmachinecanbe madequite
fast. For example, a migration mechanismcould checkpointto
memory the applicationin the first OS instance,then with help
from the VMM, remapthe checkpointpagesinto the secondOS
instancewithout copying. Approximatingthe page-table-nariting
rateasthe 1 GB/scopy bandwidthof amodernsystemwe estimate
that migrating the checkpointstateof a 512 MB processin this
fashionwould take only 1 millisecond(assumingt KB pagesand8
byte PTESs).The further detailsof how to migrateenterpriseappli-
cationsquickly from one virtual machineto anotheron the same
hardware is an importantresearchopic, but beyond the scopeof
this paper

Currentvirtual machinemonitorstake over hardware control
atfirst boot,andkeepthatcontroluntil the machineis reset.As the
above exampleindicatesto allow for the possibility of later online
maintenancethe administratormustrun a virtual machinemonitor
on their systemat all times. The monitor generate®verhead.and
with currentvirtual machinesystemshereis no way to avoid that
overhead during maintenance-freeeution.

To geta senseof the overheadmposedby a state-of-the-art,
virtual machinesystem we measuredhe slovdown inducedby a
commercial,non-hostedvMM, VMware ESXServerv2.1.Q run-
ning on a currentHP ProliantDL360-G3with 2.8 GHz Pentium4-
Xeon.Amongthevariety of benchmarksve ran,we foundfor non-
mathworkloads ESX Senergenerallyslowvs executionby 10-20%.
For mary problemdomainswherethe virtual machinelayer’s ser-
vicesare needecdcontinually this overheadis a small price to pay
for the benefit it confers.



However, for online maintenancéhe virtual machinesystem
is only neededrom time to time. We believe customerswill resist
paying a 10-20% performancehit during periodsof peakload to
enable the occasional online maintenance.

As we will shaw, by paringdown virtual machinefunctional-
ity to the essenceequiredfor online maintenanceywe cangetthis
CPUoverheado zeroandremove thisimpedimento adoption We
will describeour designfor sucha virtual machinesystemin the
next section.

Overheadis not the only reasonto forego using a general-
purposevirtual machinesystemfor online maintenanceMany of
thefeatureghis generalityimplies, suchasnetwork anddisk traffic
shaping, quality-of-service guarantees,and sophisticatedCPU
schedulersare not necessaryfor online maintenanceHowever,
thosefeaturesadddevelopmentcostandcompleity (andtherefore
licensing cost), increaseexposureto bugs and securityholes,and
createmore softwareto manageandupdate.In contrast,a simple,
thin VMM tailoredto the minimum needsof online maintenance
canbemorethroroughlydehigged lessexpensvely licensedmore
efficiently managed,and less frequently updated,increasingits
attractiveness for online maintenance.

4. DESIGN OF THE MICROVISOR

Whenbaeginningthis project,we wonderedvhetherwe could
build a virtual machinesystemthat was useful for online mainte-
nance but thatdid not force the userto pay 10-20%overheaddur-
ing long maintenance-fregeriods. We began by making the
following three obsenations aboutthe online maintenanceusing
virtual machines depicted in Figure 1:

¢ In the common case, only one OS is needed

¢ The VMM supports at most 2 OS instances

¢ Thetwo OSinstancesarepart of the sameadministratve

domain

Informed by theseobsenations,we then designeda virtual
machinesystembasedon a very thin hypervisor We have dubbed
our systemthe Microvisor. At eachstepof the designandimple-
mentationwe adheredo the principle that our monitor shouldbe
as simple as possible, avoiding featuresand compleities not
strictly necessaryor online maintenanceOur designalsoreflects
the necessityof keepingthe implementationtractablefor a small
team.

TheMicrovisor virtualizesthe CPUin orderto run eitherone
or two OSinstanceshut doesnot supportrunningn instancesSup-
portinga small,fixed numberof OSinstancegreatlysimplifiesour
systems schedulingmemorymanagementnternaldatastructures,
andinterrupthandling.We refer to the two OS instancesas OS-0
and OS-1 In our system,we treat OS-0 as the “production” OS
instance,and we use OS-1 only during maintenancésee Section
5.2).

The Microvisor requires CPU virtualization when an OS
boots,andwhentwo OS instancesun simultaneouslyln the com-
mon caseof runningwith asingleOS, our systemcanceasets vir-
tualization efforts entirely then resume virtualization at
maintenancegime. Devirtualizationof the CPUis possiblebecause
the Microvisor deceves the OS very little aboutthe stateof the
machine andin practice thesedeceptionsreonly triggeredduring
hardware disceery and when te OS instances share the CPU.

Traditional virtual machinemonitors have to virtualize 1/0
devicesto allow themto be sharedby multiple OS instancesFor

$20
$450
$20
$175

Table 1: Typical retail commodity hardware prices found on
pricegrabbercom. July 2004.

Gigabit ethernet card
4-port Gigabit ethernet card
Gigabit ethernet switch port
Fiber channel adapter

online maintenancel/O virtualizationis lessnecessargincetwo
OSinstancegarely sharethe hardware. Thus,the Microvisor does
not virtualize I/O resourceslnstead,t partitionsdevicesanddedi-
catesthemto eachOS instance Doing so simplifies devirtualiza-
tion, avoiding the challengeof dynamically interposing device
drivers under the OS.

Considera sener with 16 PCI slots thatis normally provi-
sionedwith 12 gigabit ethernetcardsusedfor storageandnetwork
accessTo allow for online maintenanceisingthe Microvisor, the
administratorwould have to provision the sener with someaddi-
tional cards, and allocate additional ports on network switches.
However, becausehe additionalcardswill bededicatedo avirtual
machinethat is only employed during maintenanceand mainte-
nanceis typically performedduringoff-peaktimes,thoseadditional
cardscanbein alower-performanceonfiguration Sothe adminis-
trator couldfill threeof the remainingslotswith 12 network ports,
using three, 4-port gigabit ethernetcards.The administratormay
alsobeableto getaway with fewer cards/portdy multiplexing net-
work or disk traffic over a smallernumberof network links during
maintenance.

Similarly, the Microvisor alsorequiresa bootvolumefor use
duringmaintenancéy OS-1.This additionalbootvolumecanbea
logical volumecarnedfrom a storagearray With sufficient support
from the storagesener, it could alsobe a copy-on-write replicaof
0OS-05 bootvolume.In our prototypesystemwe usea dedicated,
direct-attachedbootdisk for eachvirtual machine.To minimizethe
managemenbverheadof maintaining OS-15 boot volume, we
clone OS-35 boot wlume onto OS-¥ disk on demand.

We believe the one-timecost of this extra I/O hardware is
quite reasonableomparedo the costof addinga sparenodeto a
standalonesystem(seeTable 1). Adding just thesedevicesto an
existing node costsless, and takes less power, cooling, and rack
space [Bose03].

Evenwhenthis extra hardwarehasto beaddedio mary nodes
in a clusteror datacenter it still representsa small percentage
increasen initial hardwareinvestmen{roughly10-20%).Thisone-
time cost should be offset by ongoing savings resulting from
reduceddowntime, which most suneys shav costs from mary
thousandso millions of doIIarsperhour1 [Patterson02b]By allow-
ing maintenancéo proceedn parallelover mary nodes this extra
hardware cost shouldalsoyield ongoingsavings of administrator
time, the bulk of which today is spent doing maintenance
[Humpreys03]. Recentstudieshave shovn that the hardware and
software purchaseprice is a small (and shrinking) componentof
sener total costof ownership,andthat exactly the costsaddressed
by the Microvisor—davntime andadministratoitime—have come
to dominate [Lgin02, Ratterson02al].

1. Most availability surveysreportthe costof unplanneddowntime,
whichlikely costsmorethanaplannedoutageschedule@tanon-peak
time. However,we haveyetto find a studythatdistinguisheghe cost
of unplanned and planned downtime.



| Application || Application |
I
[ oso0 ||

I
0s-1 |

| Microvisor |
I
9] Hardware [

| NFS/SAN |

Storage server

3 >

0S-0 0Ss-1
boot| |Application| |boot
vol. data vol.

Figure 2: Preferredstorageconfiguration EachOS instancehasa
dedicatedootvolume.A singleapplicationdatastoreis accessibl
from either OS-0 or OS-1ver NFS or SAN.

Notethatit is our intentionthatusersprovide both OS-0and
0OS-1with a duplicatepath to applicationdisk storage but not to
replicatethe applicationdataitself (seeFigure 2). When mainte-
nance takes place, the application migration mechanismcan
unmountthe NFS or SAN storagein the sourceOS instanceand
remountit for applicationusein the destinatiorinstanceasis done
by Zap [Osman02].Sincein this scenariothe applicationrunsin
only one place at a time, thereis no sharingof applicationdata
between application instances.

Like I/O devices, the Microvisor also does not virtualize
physicalmemory sincefor online maintenancenemorywill notbe
sharedin the commoncase.However, we deemedit excessvely
wastefulto partitionmemoryaswe do for I/O devices.Instead our
systemallows the first OS to bootto discover all of the available
memoryin the systemWhenit comestime to bootthe secondOS,
we employ an OS-level trick similar to VMwares “ballooning”
device driver to let usborrov memoryfrom the first OSfor useby
the second [\&Wldspuger02].

Sincewe do not virtualize physical memory we cannotuse
page-table-basemiemoryprotectionto isolatethe physicaladdress
spacef OS-0and OS-1.We emplgy insteada form of software
fault isolationin which we checkall virtual-to-physical memory
mappings before installing them in the TLB4Wbe93].

5. IMPLEMENTATION

We have implementeca working prototypeof the Microvisor
for the HP Alphaserer DS20.

OurDS20systemcontainsone500MHz Alpha21264CPUs,
3 GB of SDRAM, andtwo PCI buses,eachwith a dedicatedPClI
host bridge. It runs an unmodifiediBb4 Unix, \ersion 5.1A.

5.1. Alpha PALcode

The Alpha 21264microprocessorunsin the presencef the
Privileged Architectue Library, or PALcode The PALcodeis a set
of highly privileged software routines responsiblefor handling
among other things, reset/initialization, TLB fills, interrupt dis-
patch,andcontet save andrestorefor processesThe PALcodeis
implementedasordinarymachineinstructionghatareexecutedn a
special mode on the processar The PALcode gets accessto
machine state that the operating systemand user code cannot
access.The Microvisor is implementedas an extensionto the
21264 RLcode.

5.2. Assumptions

To easethe developmentof the Microvisor, we madetwo
simplifying assumptionsFirst, our monitor is written for a single
sener platformandchipsetwhich saved usfrom having to provide
a hardwareabstractiorlayer Secondwe assumeédS-0will always
bethe“production” OSinstanceandOS-1will only beusedduring
maintenanceT his assumptiorsimplified devirtualization,allowing
usto keeponly OS-05 view of hardware completelyalignedwith
reality. However, this also implies applicationswill be migrated
twice during maintenancavith the Microvisor: onceonto OS-1at
the start of maintenanceand onceto get them back onto OS-0
when maintenance on it is complete.

We madeone complicatingassumptionwe assumedhatwe
couldconsultthekernelsourcego understandhow it usedthe phys-
ical machine,but that no kernel modificationswere allowed. The
Microvisor works with a stock fiu64 lernel.

5.3. Micr ovisor implementation

We will next describein somedetail how the Microvisor is
implemented.We will break our descriptiondown into the key
componentsin eachsection,we will highlight the key challenge
we had to sole.

5.3.1. CPU virtualization

» Key challenge:scheduletwo OS instanceson the same
CPU, intercept pysical memory access

The Alpha architectureis designedto be virtualizable—all
accessew privilegedstateby unprivilegedcodetrapto a privileged
routine[Goldbeg74]. On Alphathe OSkernelis relatively unprivi-
leged:the only right guaranteedhe kernelby the architecturas to
invoke privileged PALcode routines. All other special machine
accesshekernelmayrequireis atthediscretionof the PALcode.In
thelanguageof protectionrings, the PALcoderunsin ring 0, while
the kernelrunsin ring 1, andusercoderunsin ring 4. This is the
normalprotectionarrangemenfor Unix on Alpha, even without a
virtual machine monitor

Thus,to virtualize our Alpha CPU,we did not needto runthe
kernelatareducedrivilegedlevel asis requiredfor mostarchitec-
tures[Goldbeg74]. Tru64 alreadyperformsmostprivilegedopera-
tions through explicit calls to the PALcode. The only additional
privilege allowed Tru64 is the direct addressabilityof physical
memory PALcode candisablethis acceswithout runningthe ker-
nel at a reduced pilege level.

Whenrunningtwo OSinstancesthe monitor’s maintaskis to
periodically save to memorythe stateof the currently scheduled
virtual machine flushthe TLB, restorethe saved stateof the other
virtual machine,andlet its OS continueexecution.We usea very
simpleround-robinscheduleithat switchesvirtual machinesevery
10 milliseconds.Sincethe commoncasefor our systemwill beto
only runasingleOS,we do not make ary attemptto deschedulan
idle OSinstanceTherefore whentwo OSinstancesun, eachgets
50% of the CPU. We selectedhis simpleschedulingschemeout of
deferenceo our principle of providing the minimum functionality
neededfor online maintenancesincetwo OS instancesun only
rarely, a more sophisticatedschedulerseemsunnecessaryOther
possible scheduling approaches are wellkkm@fChapin96].

Tru64 Unix keepssomedatastructuresn physical memory
It accesseghese structuresas well as I/0O spacevia KSEG
addressesThekernelcanissueloadsandstoresto a KSEG address



just like a normal virtual address,except a bit patternin bits
<42:41>tells the processotthat bits <40:0> are a valid physical
address and should bypass the TLB.

Our monitormustvirtualize KSEG accessem orderto parti-
tion I/O devices,andtrapandemulateaccesse® certainhardware
registers. During initialization, it configuresthe CPU to disable
KSEG addressingvhich causeghe kernels KSEG accesseto be
treatedby the processoasvirtual accesses hoseaccesseatfirst)
missin the TLB andtrap to the Microvisor. Our monitor inspects
eachfaultingaddressilf it is to physicalmemory it first checksthat
the pagebeingaccesseds assignedo the currently executingOS
(seeSection5.3.3),then createsa pagetable entry (PTE) for that
pagemappingit to the physical pageframein bits <40:13>.1t then
putsthatPTEin the TLB andletsthefaultinginstructionrestart As
long as that translationremainsin the TLB, subsequenKSEG
accesses to the sameypital page do not trap to the monitor

For KSEG accesse$o I/O spacethe monitor checksif the
faultingaddresss oneit musthandlespecially suchasanaccesso
oneof thesener chipsets control statusregisters(CSRs),or to PCI
spaceg(seeSection5.3.2).In mostcasesthe monitor putsatransla-
tion into the TLB for these accesses as well.

5.3.2. 1/O partitioning

* Key challengeallow OSto discover only the I/O devices

dedicated to it

As mentionedthe DS20hastwo PCl buses,PCl-0andPClI-
1, andeachbus hasa dedicatedPCl hostbridge.Eachhostbridge
mapsthe controlregistersfor the deviceson its businto adedicated
8 GB range of I/O address space.

Although there are mary ways one could dedicateattached
1/0 devicesto a particularOS instance for simplicity we choseto
partitionbus-wiseandto dedicateall thedeviceson PCI-0to OS-0,
andall the deviceson PCI-1to OS-1.By partitioningin this fash-
ion, we avoid having to emulatevirtual PCI hostbridgesfor each
virtual machine.Mid-rangeand high-endseners often have more
thantwo PCI buses(for example,in the HP Superdomenultipro-
cessoreachPClslotis onits own PClbus).In thesesystemsparti-
tioning kus-wise need not require half of the siw1/O capacity

Tru64 discorerswhat PCl hardwareis attachedy first figur-
ing outhow mary PClbusest has,thenprobingthosebusesoneat
atime. It readsa particularCSR on one of the platform’s support
chipsto getthe numberof attachedbuses.To dedicateone of the
two PClbuseso anOSinstancethe Microvisor musttrapaccesses
to this CSRandreturna value statingthereis only one PCl busin
the system.Tru64 assumeshatif thereis only onebusin the sys-
tem, it mustbe PCI-0. Thus,to dedicatePCl-0to OS-0,emulating
this one CSR during OS<€boot is siffcient.

However, whenOS-1bootsandreadsthis CSR, it will find it
hasonePCl bus,andit too will assuméts busis PCI-0.Unlessthe
monitor intervenes,0S-1 will probe PCI-0 and configureinto its
device list all of OS-05 devices. To force OS-1to usePCI-1, the
Microvisor trapsOS-15 accesseto KSEG addressem the PCI-0
addressange,andinstallsin the TLB atranslationfrom the PCI-0

interruptmaskingregister so that an OS cannotunmaskinterrupts
from the otherOS’s devices.As with our schedulera morecompli-
cated interrupt demultiplexing schemeseemedunwarrantedfor
online maintenancesincemultiple operatingsysteminstancewill
rarelysharethe hardware.However, it would nothave beendifficult
to reschedulean OS in orderto deliver an interruptto it, as most
virtual machine monitors do [Sugerman01],although doing so
would complicate virtual time (see Section 5.3.6).

In additionto its two PCI buses,the DS20 hasan ISA bus
containingseveralnon-performance-criticalevices,including: two
serialports,oneparallelport, afloppy controller andtwo IDE con-
trollers. The ISA bus presentsa challenge We wantedeachOS to
have accesdgo theselSA devices, mainly so that eachOS could
have a serialport for its consoleterminal.But the PCI-ISA bridge
was hardwired onto PCI-0, and we were unableto find duplicate
hardware on a cardwe could stick in PCI-1. So, we optedto map
the region of 1/0 spaceusedby theselSA devicesinto both OS-0
andOS-1,andwe take stepsto make sureboth OSinstanceglo not
claim the samedevice. By rewriting the ISA device tablesetupin
memoryby the firmware,we keepOS-1from discoseringary ISA
device but a single serial port. 0S-0 is allowed to discover all
remaininglSA devices.The Microvisor mustalsotrapandemulate
OS-15probesof PCl configuratiorspaceo causeOS-1to discover
the PCI-ISA bridge attached to PCI-O.

Two aspectsof our method of partitioning /0O devices
wealenisolationbetween0S-0andOS-1.First, mappingthe same
ISA 1/0 regioninto bothOSinstancesllows oneOSto addresshe
other OS’s ISA devices. Secondalthoughwe dedicatea PCI host
bridgeto eachOS instance thereis one sharedchip in the chipset
aheadof the host bridgesthat demultiplexes accesseso 1/0 and
memory andtranslateshe CPU's /O spaceaddresseto PCland
CSR addressesAlthough thesesharedelementscould allow one
OSto accidentallyor deliberatelydamagethe otherOS, for online
maintenancehis lessof anissue.Sinceboth OSinstancesharethe
sameadministratve domain,we do not have to worry aboutmali-
ciousattacks And sincethetwo OSinstance®nly rarely sharethe
hardware, accidentakult propagtion is \ery unlikely.

5.3.3. Physical memory

» Key challengeprovide memoryfor OS-1to use,without
setting all of it aside when OS-0 boots

Modernoperatingsystemsausevirtual memory in which vir-
tual addressearetranslatedoy the OS and hardwareinto physical
addressesTraditional virtual machinemonitorsgain control over
memoryandallow resourcesharingby imposinga secondevel of
translation from physical addressesinto “machine” addresses
[Bugnion97].This approactto memorysharingseemedik e exces-
sive engineeringfor the Microvisor, since multiple OS instances
wouldrarelysharethemachine Furthermorehaving asecondevel
of addresdranslatiorwould have forcedusto virtualize DMA, and
would have complicated daertualization.

However, neitherdid we want to statically setasidehalf of
memoryfor eachOSatfirst boot,whichwould betoo wastefulcon-

address to the corresponding address in the PCI-1 address rangesidering only one OS will run on the Miaigor most of the time.

Although the DS20hastwo independenPCl buses the two
busesshareoneinterruptcontroller To keepOS-15 devicesfrom
interrupting OS-0 when it runs, and vice versa,the Microvisor
keepgheunschedule®S's device interruptsmasledfor thesched-
uled OS’s entire quantum.The Microvisor emulatesthe device

Instead,we employ a dynamicsharingschemethat involves
neither full memory virtualization, nor static partitioning. The
Microvisor lets OS-0 discover all of the memoryin the system.
Whenit comegtime to bootOS-1,we usea dynamickernelmodule
in OS-0to borrav backhalf of the memoryin the system,a tech-



nique similar to the “ballooning” kernel module pioneeredby
VMware [Waldspuger02].

The Microvisor's ballooning module takes adwantage of
Tru64 and the firmware’s supportfor removing from circulation
pagesof memorythatfail at runtime (similar supportexistsin HP-
UX, AlX, andSolaris).To borrov memoryfor OS-1s use,our bal-
looningmoduleallocatesa pageusingOS-05sinternalallocator To
prevent OS-0 from using the pageand presere it for OS-1 over
reboots,our modulemarksthe page“bad” in OS-0's perpagedata
structures, then frees it onto a list of bad pages.

In additionto markingthe pagebadin OS-0s memoryman-
agemenstructurespur modulealsomarksit badin the Hardware
RestartParameteBlock (HWRPB), a firmware datastructurethat
survivesrebootsWhenOS-0rebootsjt builds up anew copy of the
badpagelist basedon the badpagebitmapsof the HWRPB, keep-
ing it from using pagespreviously allocatedto OS-1. Similarly,
whena pageis allocatedin OS-0for useby OS-1,it getsmarked
“good” in the versionof the HWRPB exposedto OS-1 whenit
boots.

Oncemaintenanceompletesand OS-1halts,our ballooning
modulereturnsOS-15memoryto OS-0by directly remaoving pages
from its bad pagelist, markingthem “good” both in the kernels
structures and HWRPB, and placing them on GS@'e list.

Note that this mechanismfor memory sharingcan coexist
with pagesthat really do fail at runtime. Our ballooningmodule
would simply needto updateOS-0%s badpagelist andbitmapswith
thosepagesthat fail while assignedo OS-1.It would be straight-
forward to add this support to our prototype.

This approachto memory sharingdoeshave one problem.
Tru64 needsa certainminimum amountof contiguousmemoryto
beableto boot(around100MB on our system) Sincemaintenance
takes placeinfrequently we expect OS-Owill run for quite some
time beforean administratomeedsto boot OS-1. Therefore with-
outtakingspecialstepsit is unlikely therewill besuficientcontig-
uous physical memory available in OS-0 for OS-15 needs.
Traditional virtual machine monitors do not have this problem
becausehey are ableto make fragmentedmachinememorylook
physically contiguousthroughtheir extra level of memorytransla-
tion. In our currentimplementationywe simply earmarkl28 MB of
contiguous pisical memory for OS-1 when OS-O0 first boots.

5.3.4. Address space isolation

« Key challenge:prevent one OS instancefrom modifying
memory of another

It is importantto preventone OS instancefrom accidentally
trashing memory owned by the other OS instance (deliberate
attacks are unlikely, since for online maintenance,both OS
instanceswill belongto the sameadministratve domain). Most
VMMs provide this protectionby virtualizing physical memory
providing eachguestOS a completely separatephysical address
spaceHowever, sincewe do not virtualize physicalmemoryin the
Microvisor, we protecteachOS's physical addressspaceusingan
approachsimilar to “sandboxing”[Wahbe93].Every time an OS’s
virtual or KSEG memoryaccesamissesin the TLB, the TLB fill
routinein the Microvisor first loadsthe PTE for thatpagefrom the
OS’s pagetables(or cooksup a PTE for KSEG accesses)then
checksthe validity of the physical pagein that mapping.If that
physicalpageis marked“good” in theHWRPB's badpagebitmaps,

it allows the accessaandinstallsthe PTE in the TLB. Otherwiseit
delivers a &ult to the currently-scheduled OS.

TheTLB fill handleris the mostperformance-criticatoutine
in the PALcode. The basicTLB fill routine performsonly a single
memoryload on its critical path. Checkingeachvirtual mapping
addsto that path 8 memory loads/storeso 3 cachelines. As a
result, addressspaceisolation accountsfor the majority of the
Microvisor’s runtime @erhead (see Section 6.1).

5.3.5. Interaction with the firmwar

» Key challengekeepfirmwarein the dark aboutmultiple
OS instances

TheDS20containdirmwarethatprovidesa userinterfacefor
the machinewhen no operatingsystemruns, andthe 1/0 support
neededy bootingoperatingsystemseforetheir own device driv-
ers kick in. The DS20 firmware supportsonly a single running
operating system at a time.

The firmware presentedh challenge Typical virtual machine
systemshave their own 1/O device drivers,which let thememulate
firmware calls without invoking the real firmware. However, we
wantedto avoid shoehorning disk device driver into the PALcode
(a typical SCSI device driver would exceedthe codesizeof the
entire ALcode by an order of magnitude).

Another option would have beento run the real firmware
within the virtual machineabstractioncreatedby the Microvisor.
However, thiswould have necessitatedirtualizing mostof the plat-
form, andimplementingthe Microvisor in two versionsof the PAL-
code (the firmwares and Tu64’s).

Instead,we optedto virtualize above the firmware. Sincewe
intend the Microvisor to be used for online maintenancewe
obsenred that two OS instanceswill not needto boot at once.
Thereforewe reasone@ur monitor could let eachOS instanceuse
thereal,urvirtualizedfirmwarewithout inherentconflict. However,
theMicrovisor doesneedto managehe OS-firmwareinteractionso
that the firmwares un-virtualized, un-partitioned view of the
attached/O hardwaredoesnot conflictwith anOSinstances virtu-
alized viav.

The Microvisor interceptsall callsby an OSto the firmware
by rewriting the firmware’s callbacktableto pointto our own rou-
tines.Subsequentlywhenerer the OSthinksit is invoking a partic-
ular routine in the firmware, it actually invokes a routine in the
monitor.

Not all firmware calls needto be changedFor thosethatdo
not, themonitorsimply invokestheoriginal firmwareroutine.How-
ever, for someroutinesthe parametershe OS passedo the firm-
ware needto be modified. For example,as explainedin Section
5.3.2,0S-1thinksits PCl busis PCI-0,andit thereforeassumegs
bootdiskwill beonthatbus.However, thefirmwareknowsits boot
diskis reallyonPCI-1.Thus,whenOS-1callsaroutinein thefirm-
wareto openits boot disk, the Microvisor musttrap that call and
modify therequesto openthedisk on PCI-1.No modificationsare
necessaryor OS-0becausehe firmware and OS-O arein agree-
ment about the location of its boot disk.

Virtualizing above the firmware had several advantagesFor
example, becauseTru64 uses a much smaller portion of the
chipsets registersthandoesthe firmware,our monitor hadto virtu-
alize less.

However, therewas downsideto virtualizing above the firm-
ware. First, wheneer the booting OS invokes the firmware, our



PALcode hasto yield the CPU to the firmwares PALcode. As a
result,our monitor is unableto schedulethe secondOS while the
firmwarecompletegshe OS’s requestandduringthattime the firm-
warehascarteblancheover the hardware.Althoughthe firmwareis
generallywell behaedandholdsthe CPU for only shortperiodsof
time, yielding the CPUin this mannemhile anOSbootscreatesan
8-15 secondoutagein the OS alreadyrunning. We could address
this outageby modifying the firmwareto yield the CPU backto the
Microvisor FALcode during 1/Os.

Evenworse,whenthefirmwaregetsarequesto openaboot-
ing OS's bootdevice, it first resetsboth PCI-0andPCI-1. This I/O
resetdoesnot crashthe OS instancethatis alreadyrunning, but it
doescauseit to have an approximatelytwo minute outagewhile it
recovers.We addressedhis latter problemby patchingin memory
the instructionsof the firmware PALcode’s TLB fill handler caus-
ing it to shieldPCI-0from resetwhenOS-1boots,andPCI-1from
reset when OS-0 boots.

Someof themostchallengingaspect®f theMicrovisorto get
working werethosethatdealtwith lying to thefirmware.If we had
this implementatiorto do over again, we would reconsidewirtual-
izing over the firmware without the ability to modify it. Source
accesswould not only have simplified the task of understanding
how to spoofthefirmware,but would alsohave let us eliminatethe
only source of d@ntime present in our system.

5.3.6. Virtual time

¢ Key challenge:keep each OS's notion of time correct

despite sharing the CPU

In most virtual machine systems,maintaining an accurate
notion of passingime in operatingsysteminstancess challenging
becauseachOSgetsachangingportionof the CPU,andmaymiss
timer interrupts.

Becausehe Microvisor giveshalf of the CPUto eachof two
OSinstancesandbecauseave do not deschedulédle OSinstances,
virtual time turnedout not to be difficult. Whena secondOS boots
onthe Microvisor, we simply reprograntherealtime clock genera-
tor in the DS20 chipsetto generatetimer interruptsat twice the
usualrate. So that the clock interrupt ending an OS'’s scheduler
guantumis not lost, we alsoimmediatelyposta timer interruptto
anOSwhenit getsreschedulednthe CPU.Thesetwo stepsensure
thatan OS getsexactly the samenumberof timer interruptswhen
sharing the CPU as when it runs alone.

5.3.7. Use of multiple RLcode imges
« Key challenge: optimize code paths

The Alpha microprocessoinvokesthe PALcode routinesvia
well-known offsets from a base addressthat is fixed in the
PAL_BASE internalprocessoregister By changingthe contentof
the PAL_BASE register the PALcode can causethe processotto
use a diferent RLcode image the ne time FAL is entered.

We electedo usethis PALcode switchingsupporto optimize
the Microvisor. As mentionedn Sectionss.3.2and5.3.5,themon-
itor's virtualization actiities underneathOS-0 differ somevhat
from thoseunderfor OS-1.We actuallyusetwo separatd”ALcode
imagespnestaticallycompiledwith justthe codepathsandsupport
neededor OS-0,andonewith the necessargodeandsupportfor
0OS-1.This optimizationsaveshaving a singlePALcodeimagewith
mary codepathsconditionalizedon whetherOS-0or OS-1is cur-

rently running. The additional copy of the Microvisor PALcode
takes up approximately 64 KB of memory

Thus, when the running OS instances schedulingquantum
expires, its dedicatedcopy of the Microvisor PALcode saves its
stateto memory andjumpsto a specialentry pointin the copy of
the Microvisor PALcode for the otherOSinstance Thatcopy then
resetsthe PAL_BASE register to point to its baseaddress,and
restores the puously saed state of its OS instance.

5.3.8. Devirtualization and evirtualization of hadware

» Key challenge:get off of Microvisor PALcode, without

losing the ability to get back on

We obsere that the addressesf the physical memoryand
I/O resource®©S-0usesmatchtheirtrue physicallocations.This is
in contrastto OS-1which hasits accesseso virtual PCI-0 trans-
lated by the Microvisor and TLB into accesseto physical PCI-1.
Furthermore althoughthe Microvisor traps and emulatesOS-0%s
accesseto several CSRs,if OS-0is not bootingthat emulationis
nottriggered.Similarly, onceOS-0is booted,t ceaseso invoke the
firmware. At that point, the Microvisor’s presencebetweenOS-0
and the firmwre is superfluous.

Therefore,we reasonedOS-0 could run without the active
participationof the Microvisor afterit bootsandbeforeOS-1boots.
The Microvisor takestwo stepsto achieve this hardware devirtual-
ization First, it re-enable KSEG accessesSubsequenthall physi-
calmemory I/0, andCSRaccessegetissueddirectly by the CPU
without beingtrappedby the Microvisor, andwithout beingtrans-
lated by the TLB.

Secondjt switchesthe CPU to an almostentirely stockver-
sionof thePALcode. TheMicrovisor PALcode normally checksfor
KSEGaddresseduringaTLB fill, andits schedulenormallylooks
for certain conditionsduring an interrupt. Although thesechecks
areunnecessarwhendevirtualized,the codepathsneededo carry
themoutstill pollutethe TLB fill andinterruptroutines.By switch-
ing the CPU to a stock PALcode with unadulterated'LB fill and
interrupt hanldlers, wevaid even this tity overhead.

Eventually the systemadministratorwill want to perform
online maintenanceAt that time, the hardware mustbe revirtual-
ized in orderto multiplex OS-0 and OS-1 on the samephysical
machine.

To supportrevirtualization,we have addeda smallroutineto
the stock PALcode that switchesthe CPU back to using OS-0%s
Microvisor PALcode. Thesemodificationgtotal 25 machinenstruc-
tionsandarenot on ary codepathaccesseduring normalexecu-
tion. The Microvisor PALcode then disablesKSEG addressing,
resumesits prior CSR emulation, and again translatesKSEG
accesses to ghical memory and I/O.

In addition to bootup and periods of online maintenance,
thereis oneothertime whenOS-0mustrun with the hardwarevir-
tualized.Tru64 Unix hasa hardwaremanagesystemhwngr ) that
candynamicallyprobefor attachedperipheralsandconfigurethem
into the running system.To ensurehwrgr only finds the I/O
devices dedicatedto an OS, the Microvisor must virtualize the
hardwareduringits probingactvities. The OS caneasilybe config-
uredsothattheadministrators invocationof hwrgr automatically
revirtualizes the hardare, if necessary



5.3.9. Bootstapping

* Key challengeloadkernelimageswithout forcing Micro-

visor to walk file system

Ordinarily, the PALcodeimageusedby Tru64is loadedfrom
ROM atresetWe did notwantto rewrite ROM with our PALcodes,
sowe insteadmodifiedthe Tru64bootloaderto loadthe Microvisor
PALcodesoff disk. Our bootloaderloadsthreedifferentPALcode
imagesinto physicalmemory:pal.0, pal.1 andpal.2 Thepal.0Oand
pal.1 imagesare the Microvisor PALcodes for OS-0 and OS-1,
respectrely. The pal.2 imageis the stock palcodeusedby OS-0
when deirtualized.

After loadingthe Microvisor PALcodes,the bootloadersets
aside 16MB of memoryto hold OS-15 executableimage along
with OS-15128MB contiguousmemoryregion (describedn Sec-
tion 5.3.3). Staticallyallocatingthe memoryfor OS-15 executable
imagesimplified the Microvisor's memorymanagementThe boot

loader then loads OS-0 into memoayd jumps to its start routine.

WhenOS-1is started jts executableémageis loadedoff disk
by OS-0.This meanghatOS-Omusthave onits bootdisk a copy of
ary kernelbinarythatOS-1is to use.Similarly, whenOS-Oreboots,
0OS-lhandleghereloadingof its image.EachOSusesseveral spe-
cial routinesin their PALcode to let them set up the executable
image of the other OS, an approachsimilar to Xen’s methodof
domaincreation[Barham03].Having one OS load the other kept
the Microvisor from loadingthe bootloaderoff disk, which would
have addeda greatdeal of compleity to a PALcode that knows
nothing of file systems.

6. PERFORMANCE EVALUATION

We have aworking prototypeof the Microvisor thatcanboot
and scheduletwo instancesof an unmodifiedTru64 5.1A kernel.
The Microvisor sourcecode consistsof 6000 lines of assembly
addedto the Alpha 21264 PALcode, 700 lines of C addedto the

Tru64 boot loaderand about 600 lines of C in the balloon module.

The overheadof a virtual machinesystemcanbe animpor-
tantdeterminanbf whetherthat systemgetsusedfor online main-
tenanceTo understandhe performancepenaltyof the Microvisor
for differentclasseof applicationswe ran a variety of workloads
on the stocksystemandcomparedheir performancevhenrun on
the Microvisor.

For this studywe selected the follang applications:

e TCP-xput TCP-rtt two network microbenchmarkérom the
Netperf 2.2 suite. The TCP-xput workload measuressustained
throughputachieved througha 100 Mbit switchedethernetusing
the TCP protocol and large messagesThe TCP-rtt load measures
round trip times of 1-byte TCP messages.

« int-gap fp-swim fp-equale: threeinteger and floating point
math codes from the SpecCPU2000 suite.

e int-gzip int-gcc two non-math benchmarks from
SpecCPU2000The gzip workload compresses file to memory
The gcc benchmark compiles agarsource tree.

« specweb OSDB these applicationsmodel enterpriseweb
serving and transaction processing applications respectiely.
SpecVe¢b99bombardsan Apachel.3.28web sener with a mix of
dynamicand static html requestsA single linux client opens30
simultaneousonnectionq30 is the maximumnumberof connec-
tions the raw sener can maintain that conform to SpecV¢b’s
throughputrequirement)OSDB is an opensourcetransactiorpro-
cessing workload based on the AS3AP databasebenchmark

[OSDO03].It performsavariety of querieson a40 MB databaseWe
run version 0.14 of OSDB using PostgeSQL version 7.2 as the
databaseystem.For both SpecV¢b and OSDB, the html or data-
base data is stored in an NFS file system.

6.1. CPU overhead

To measurehe slovdown inducedby the Microvisor’s hard-
warevirtualization,we first measurdghe baseliné'performance”of
eachapplicationon theraw Alphasener DS20,whereperformance
is a metric appropriatefor that application (e.g. running time,
throughput,iterations, etc.). We then measureeach applications
performancevhenrunningon OS-0with the Microvisor virtualiz-
ing the hardware underneathwith and without physical memory
isolationcompiledin. Sincewe bootonly a single OS instanceon
the hardware,thereis no overheadrom context switchingtwo OS
instancesn thesefirst measurement©verheads computedasthe
percentslovdown in performance We presentthe resultsof this
study in Figure 3. Eachdatapoint representshe averageof five
runs.For all measurementshe 95%confidencantenal is lessthan
+2% of the mean.

As shawn in Figure 3, we find that the Microvisor’s virtual-
ization overheadis between0.1% and 5.6% when it affords full
addressspaceisolation betweenOS instances When the Micro-
visor doesnot protectthe memory of one OS instancefrom the
other its overheadis between0.04% and 2.2%. This remaining
overheadcomesfrom the TLB pressuranducedwhenthe Micro-
visor installs translations for KSEG addresses.

As shawn in Figure4, we alsomeasuredhesesameapplica-
tionson OS-0,with the hardwaredevirtualized.We find thatall our
benchmarks are within measurement error of zero GRthead.

We next wantedto understanahe overheadof statesaving,
restoring,and TLB flushing when contet switching the two OS
instanceon the CPU.As shavn in Figure5, we measuredhe per-
centageof baselingperformancechieved by eachapplicationrun-
ning in OS-0, when OS-1 sharesthe CPU. For the baseline
applicationperformanceye useboth the performanceon virtual-
ized hardware (isolatingthe pure context switchingcosts),andthe
raw hardware(revealingthe overheadf bothcontext switchingand
virtualization). The virtualized runs have full memory protection
enabled Our simpleround-robinschedulemgives eachOS 50% of
the CPU. Our measurement®dicatethat CPU-boundapplications
perform quite close to half their baselinespeed.Therefore,the
impactof the saving andrestoringstateto schedulethesetwo OS
instances is small, around 0.1%-1.5%.

TCP-xputperformssomeavhat betterthan 50% of baseline.
This applicationis not CPU bound, so taking away half its CPU
does not diminish its performance by half.

We concludethatwe aresuccessfuin gettingCPU overhead
to zero when OS-0runs devirtualized. Coupledwith the Alpha’s
intrinsic virtualizability, mary of our laborsto facilitate devirtual-
ization, suchaspartitioningl/O devicesandnot virtualizing physi-
cal memory resultedin a virtual machinemonitor with very low
overhead, een when OS-0 runs virtualized.

The majority of the Microvisor's overheadcomesfrom the
extra checksit performsin order to isolate the physical address
space®f eachOSinstanceFor the problemof online maintenance,
this protectionis not buying theusermuch.In this problemdomain,
theuserdoesnothave to worry aboutoneOSinstancebeingusedto
attack anothersince both sharethe sameadministratve domain.
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Figure 3: Microvisor virtualizationoverheadOverheads betweer
0.1%and5.6% when physical memoryprotectionis enabled and
0.04% to 2.2% when it is not.

Furthermore,since both OS instancessharethe hardware only

rarely, thereis arelatively brief window for accidentafault propa-
gation. Therefore,it is possibleto imaginerunningthe Microvisor

with no isolation betweenOS instances reducing virtualization

overheadto just 2.2%,and making devirtualizationlessnecessary
However, we expectmostsystemadministratorgo feel moreconfi-

dentusing the Microvisor with its protectionmechanismenabled
whentwo OS instancessharethe hardware,andto eliminateover-

head by deirtualizing the rest of the time.

6.2. Memory overhead

The Microvisor takesup very little memory Our threePAL-
codeimagesoccupy approximately216 KB. For working memory
our PALcodesuseonly memoryalreadysetasidefor PAL by the
firmware.

The dominantsourceof memoryoverheads the 144 MB of
physicalmemorysetasidefor OS-1atfirst boot(128 MB of contig-
uous memory plus 16MB for itxecutable image).

7. ONLINE MAINTENANCE STUDY

To demonstratehe useof our prototypefor online mainte-
nance,aswell asto measurethe costin downtime of our design
decisionswe usedthe Microvisor to performanonlineOSupgrade
on aweb senerwhile it senesweb traffic. We chosethis applica-
tion for our studybecauseveb traffic is easyto migrate.Comple
applicationswill likely requirea morecompleteprocessmigration
or fail-over mechanism [Huang98, Osman02, Zhou99].

Our web sener startsout running Tru64 Unix version5.1A.
We upgradeit on the fly to version5.1B. Despitethe relatively
small changein versionnumber 5.1B is a major upgradeto 5.1A
(5.1A was shippedin September2001. 5.1B was shippedin
November2002).To performour upgradewe usethe off-the-shelf
5.1B upgrade CD-GM, and unmodified M64 upgrade tools.

We useSpecVeb99to generatéttp traffic sered by Apache
1.3.28.To mimic a period of reducedsener demandsuitablefor
performingmaintenancewe configurethe SpecVéb client to open
15 simultaneousonnectionsFromthe client end, we measurehe
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Figure 5: Performancewhen a secondOS instancesharesthe
CPU. Graph showvs percentage of baseline applicatior
performanceln baseline a single OS instancerunson eitherraw
or virtualizedhardware. TCP-xputis I/O bound,andsowe seeless
than a 50% hit when it gets only half the CPU.

total http requesthroughputover all connectiongluring the main-
tenanceon the web sener. From our throughputiog we areableto
calculatedowntime, which we defineto be the accumulatedime
during which throughput from the semnis zero.

To migrateweb servicefrom one OS instanceto anotheywe
start Apachein the destinationinstancethen simply reassignthe
sourceinstances IP addresdo the destinationinstanceusingifcon-
fig. 0S-0andOS-1eachhave a dedicatedhootdisk. The SpecVé¢b
html file set is accessible from either OS instana bIFS.

At time zero,0S-0is runningdevirtualized,servingwebtraf-
fic generatedby SpecV¢brunningon a separateode.We thenper-
form theOSupgradeasfollows. First, we revirtualizethe hardware.
Next, we instructthe balloonmodulein OS-0to “inflate”, grabbing
half of physicalmemoryfor OS-1.We thenbootOS-1,andmigrate
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Figure 6: Online OS upgrade The plot shavs SpecVéb throughput(http sessions/se@ver time asviewed from the web client while the
web sener undegoesan OS upgradefrom Tru64 Unix version5.1A to 5.1B. The graphhasthreetime-warpsduring lengthy upgrade
operationsmarked by vertical zig-zag lines. Eachtime we boot (or reboot)an OS, the Microvisor temporarily cedesthe CPU to the
firmware. Theseperiodsshav up asoutagesduring which throughputdropsto zero. We accumulate41 secondf downtime during this
online OS upgrade. Performing it in afflioe manner requires about an hour ofvdtme.

the SpecVbrequestraffic to it. OnceOS-0is idle, we drop OS-0
to single-usemode, mount the upgradeCD-ROM, and start the
upgradeutility. The upgradesoftware first scansthe bootfile sys-
tem for available spaceand potential configurationproblems. |t

theninstalls approximatelyl00 software packagesandinitiates a
reboot. Next, the upgradeutility goes through a configuration
phase,builds a customkernel, and triggers a final reboot. Once
rebootedwe migratethe SpecVébrequestraffic backto OS-0,and
halt OS-1. The balloon modulethen “deflates”, returning OS-1%
memory to OS-0, and the Miarisor devirtualizes the hardare.

Figure 6 shaws the resultsof this experiment.We plot http
sessions/seconeh a timeline labeledwith the variousactionsper-
formed during the maintenance.The instantaneousSpecVé¢b
throughputis quite noisy, so eachdatapoint represent& moving
averagefive datapointswide. The graphhasthreetime-warpsdur-
ing lengtly upgrade operations, mautk by \ertical zig-zag lines.

Several featuresstand out on the graph. First, the drop in
throughputby roughly one half whenOS-1startssharingthe CPU
is clearlyvisible, asis thereturnto full throughputafterOS-1halts.
During OS-05% two reboots,0S-1 briefly runs aloneon the hard-
ware, resulting in te spikes to full throughput.

Thereare three short outagesresultingfrom the Microvisor
temporarilycedingcontrol of the CPUto thefirmwarewhile it per-
forms boot-timel/O (seeSection5.3.5), bringing the total down-
time for this online OS upgrade to 41 seconds.Had this
maintenancéeenperformedin an offline manney it would have
required around one hour ofwotime.

This 41 second®f downtime is an artifact of ourimplemen-

tation,andnot fundamentato our approactto online maintenance.

As discussedn Section5.3.5, we could reducethis downtime to
zeroeitherby modifying thefirmwareto yield the CPUduringlong
1/0s, or by endaving our monitor with a disk device driver, allow-
ing it to perform boot I/O without iroking the firmvare.
Despitethe fact that we designedand testedthe Microvisor
exclusively with Tru64 5.1A, version5.1B worked out of the box
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with the Microvisor VMM. However, we did have to modify the
balloon module for compatibility with 5.1B.

8. LESSONS FOR MAINSTREAM
ARCHITECTURES

We choseto prototypeour systemon Alpha becauseve felt
writing for it an OS-transparentirtual machinemonitorwasplau-
sible with a teamour size.However, the Alpha architecturds less
mainstreamthan others,suchas Intel x86. What lessonscan our
study impart for these architectures?

We believe building a systemlike the Microvisor is possible
on x86. The main attributes of online maintenancethat we
exploit—one OSin commoncase two OS instancesat most, both
in thesameadministratve domain—argust asvalid on x86 asthey
are on Alpha.

Although x86 is not a virtualizable architecturein the strict
sensepinary coderewriting techniquesusedfor virtualizing it are
well-known [Robin00, Devine02]. Although we have not studied
the problemin detail, we seeno reasonwhy devirtualizing and
revirtualizing an x86 CPU wauld not be possible.

Assumingthe x86 VMM managesnemoryand /O devices
to allow for devirtualization,we believe the following stepswould
be involved in deirtualizing such a system.

To devirtualize, the x86 VMM first configuresthe CPU and
chipsets internal registersto matchthe stateof ary registersthe
VMM wasemulating.If employing codemodification,the monitor
restoresary modified instructions.It then returnscontrol to the
operatingsystemleaving the processoin kernelmode.The kernel
continuedo execute but its operationon privilegedstateno longer
trap to the VMM. Thesestepsare very similar to thoseperformed
by VMware when it performs a “world switch” betweenthe
VMM’ s context and the host OS’s contet in their hostedvirtual
machine products [Sugerman01].

To revirtualize the processara kernelmodulecan passcon-
trol backto theVMM, who takesoverthe CPUby returningto ker-
nel code at a reduced ytege level.



We believe the challengeof implementingthe Microvisor for

a particularplatform/OScombinationlays not mainly in the archi-
tecture put in the natureof theplatform,andtheway the OSusest.

For example,we wereableto take advantageof Tru64’s supportfor

versionsof our platform with differing numbersof PCI buses,as
well asits supportfor walling off failed pagesof memory This
native supportin Tru64 freed us from virtualizing the PCI host
bridge, and physical memory On a different platform, we would
simply have had to virtualize more of the machine.

9. RELATED WORK

Virtual machineshave beenaroundfor almost40 years.Dur-
ing that time their usehasbeenstudiedfor suchproblemsas OS
dehugging [Keefe68, Winett71], system security [Popek74,
Robin00,Dunlap02],fault tolerancelBressoud95Govil99], retro-
fitting legagy systems[Buzen74,Bugnion97], migrating erviron-
ments[SapuntzakisO2Jaiding the deploymentof large-scalesener
systemgBarham03 Whitaker02],andmary more.Ourwork is the
first we know of to examinethe useof virtual machinegor online
maintenance.

Thereareseveral soft partitioningschemeshatarerelatedto
the Microvisor, the closestof theseis IBM’ s Logical Partitions or
LPARs[Borden89].LPARs allows administratorgo slice up amul-
tiprocessointo several partitions,eachwith its own operatingsys-
tem instance and dedicated/O resourcesand memory LPARS is
fairly unique among soft partitioning schemesin that, like the
Microvisor, it virtualizesCPUssothata partitioncanreceve only a
fraction of a processorLPARs dependson specialvirtualization
support in both the operating system, and the microprocessor

Denali and Xen are lightweight virtual machine systems
designedto multiplex mary OS instanceson x86 hardware
[Whitaker02, Barham03].Both VMMs export a variation of the
machineinterface—operatingystemsmustbe portedto runin one
of their virtual machinesFor operatingsystemshusported,Denali
and Xen can enable online maintenance.

In contrastto Denali, Xen, and LPARs, the Microvisor
requiresno special virtual machinesupportfrom the OS. Both
DenaliandLPARS provide moregeneralvirtualizationcapabilities
thandoesthe Microvisor. In exchangefor giving up this generality
the Microvisor reducessommoncaseCPU overheado zero,while
retaining the functionality needed to enable online maintenance.

Microkernel operating systems split OS functionality
betweena very small kernelrunning closeto the hardware,anda
larger OS senerrunningontop [Golub90,Hartig97]. This arrange-
mentof softwareis architecturallysimilar to Unix runningon a vir-
tual machine,althoughthe interface exported by the microkernel
abstractanore of the machinethanthe straighthardware interface
exportedby avirtual machindayer. Microkernelscanallow for the
onlineupgradeof the OSsener by letting anadministratorun both
theold OSsenerandtheupgradednesimultaneouslyandmigrat-
ing applications to use theweener.

Sapuntzakigtal. have looked attamingthe problemsassoci-
atedwith OS, application,and network configurationby bundling
networks of virtual machineswith their operating systemsand
applicationsinto virtual appliancegSapuntzakisO3]Their system
malesit easyto deploy softwareupdatesy bundlingthosechanges
into new versionsof the appliancesthencausingexisting appliance
instancego restartusing the new versions.They do not focuson
deploying these updates withoutwintime.
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10. CONCLUSION

Businessedependn beingableto runtheir enterpriseappli-
cationsaroundthe clock. As a result, sener customerstypically
hardentheir infrastructureagainst failuresby deploying their ser-
vices on redundanthardware. However, no similarly practical
approachexists for avoiding most outagesfrom plannedmainte-
nancedespitethefactthatmaintenancaccountgor 90%of down-
time.

In this paper we have proposeda novel techniquefor reduc-
ing planneddowntime by performingmaintenancenline usingyvir-
tual machines.This techniqueenablesa broad classof software
maintenance.

Although our techniquewill work with commodity virtual
machinesoftware,we believe potentialcustomerswill balk at pay-
ing the 10-20%overheadof thesesystemsduring periodsof peak
load, to enable infrequent maintenance to be performed online.

Ratherthanforce usersto tradeoff peaksener performance
versusdowntime, we have proposedand built a virtual machine
systenthatprovidesonline maintenancejut thatletssenersrun at
full speedat peaktimes.The Microvisor is thefirst systemto pro-
vide devirtualization,allowing sitesto pay the CPU costof virtual-
ization just during periodsof maintenanceWe find that stripping
away featuremot necessaryor online maintenancalsoyieldslow
CPU overheadwhenvirtualized—just5.6%—withoutcompromis-
ing OS-transparenc

We have usedthe Microvisor to demonstratea challenging
form of single-node online maintenanceperforminga major OS
upgradeon awebsener while it seneswebtraffic. Theonly exist-
ing way to do this upgradeonline is to use a sparenode. Our
approachmakes even multi-node maintenancepractical, eliminat-
ing the serialdeploymentof updatesover mary nodesrequiredby
current techniques.

During our OS upgrade ,we accumulatgust 41 secondsof
downtime rather than the hour that would be required normally,
That41 secondf downtime is not fundamentato online mainte-
nanceusing virtual machines—wecould eliminateit with a small
change to our prototypefirmware.

The main costof usingthe Microvisor is the additionall/O
andnetworking hardwareit requiresto be setasidefor useduring
maintenanceln exchangefor this modest,one-timehardwarecost,
sitescanreducethe two dominantongoingexpensesf their bud-
gets: administrator time andwntime.
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