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ABSTRACT
Maintenanceis thedominantsourceof downtimeat high availabil-
ity sites.Unfortunately, thedominantmechanismfor reducingthis
downtime,clusterrolling upgrade,hastwo shortcomingsthathave
prevented its broad acceptance.First, cluster-style maintenance
overmany nodesis typically performeda few nodesata time,mak-
ing maintenanceslow andoften impractical.Second,cluster-style
maintenancedoesnotwork onsingle-nodesystems,despitethefact
thattheirunavailability duringmaintenancecanbepainful for orga-
nizations.In this paper, we proposea novel techniquefor online
maintenancethat usesvirtual machinesto provide maintenanceon
single nodes,allowing parallel maintenanceover multiple nodes,
and online maintenancefor standaloneservers. We presentthe
Microvisor, ourprototypevirtual machinesystemthatis customtai-
lored to the needsof online maintenance.Unlike generalpurpose
virtual machineenvironmentsthat inducecontinual10-20%over-
head,the Microvisor virtualizesthe hardwareonly during periods
of activemaintenance,letting theguestOSrunat full speedmostof
the time. Unlike pastattemptsat virtual machineoptimization,we
do not compromiseOStransparency. We insteadgive up generality
and tailor our virtual machinesystemto the minimum needsof
online maintenance,eschewing features,suchas I/O andmemory
virtualization,that it doesnot strictly require.The result is a very
thin virtual machinesystemthat inducesonly 5.6%CPUoverhead
when virtualizing the hardware, and zero CPU overheadwhen
devirtualized. Using the Microvisor, we demonstratean online OS
upgradeona live,single-nodewebserver, reducingdowntimefrom
one hour to less than one minute.

Categories and Subject Descriptors
K.6.3 [Management of Computing and Inf ormation Systems]:
Software Management- software maintenance; D.2.9 [Software
Engineering] Management- software configuration management;
D.4.5 [Operating Systems]: Reliability

General Terms
Reliability, Management, Performance

Keywords
Planned downtime, online maintenance, availability, virtual
machines

1. INTRODUCTION
Theimpactof downtimeon customers,employees,andstock

pricescan be profound.As a result, businessesincreasinglycon-
struct their computing infrastructure to minimize downtime.
Although unplanneddowntime from failures is widely addressed
through deployment of redundanthardware, planned downtime
remains a challenging problem with few practical solutions.

Planneddowntime results when critical applicationsmust
stopto allow for systemmaintenance,suchasaddingor replacing
hardware,upgradingor patchingtheoperatingsystem,or reconfig-
uring or upgradingapplications.Sitestypically dealwith planned
downtime by batchingmaintenanceeventsinto maintenancewin-
dowsscheduledwhen they canmost afford to stop their systems.
However, businesseswith high-availability applicationstypically
view maintenancewindows not asa solutionto planneddowntime,
but asacostthatmustbebornebecausemostformsof maintenance
are currently impractical to perform any other way. Furthermore,
thesecompaniesincreasinglydemandthehighestavailability from
their infrastructure,leaving fewer convenientwindows of time for
maintenance.

Although there is little publisheddata on the matter, one
study shows that planned downtime has becomethe dominant
sourceof outageminutesat the higher end of the server market.
That1998studyby HP’sNonStopHardwareDivisionsurveyed426
sites with high-availability applicationsfor 12 months [Non98].
Thosesitesusedservers from IBM, Sun,Compaq,HP, DEC, and
Tandem.Of the 5921 outagesreportedin the survey, 75% were
planned.For a subsetof siteswith detaileddata,thesurvey showed
this fraction was increasingover time, and that plannedoutages
typically lasted twice as long as unplanned ones.

Although“hot swap” hardwarecomponentshave helpedwith
thehardwareside,planneddowntimefor softwaremaintenanceis a
majorproblemwith few palatablesolutionsin sight.As thingsnow
stand,OSandapplicationvendorsmusteitherre-engineertheir leg-
acy systemsto supportonline patchingandupgrade,or customers
mustdependonclustermechanismsthatlet themperformupgrades
slowly over many nodes.For siteswith non-clusteredservers,there
is noway to performmostformsof softwaremaintenanceonline,at
any speed.

In this paperwe proposea novel mechanismfor performing
generalOS maintenanceonline, that works on even singlenodes.
Our technique is based on virtual machines.

Our mechanismlets an administratorrun enterpriseapplica-
tionsin onevirtual machine(VM), while simultaneouslyupgrading
theOS,reconfiguringsoftware,or updatingtheapplicationin asec-
ondVM. Whenthemaintenanceis finished,theadministratoruses
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anapplicationmigrationtool to movetherunningapplicationsfrom
the first OS instanceto the second,or to redirectrequesttraffic to
theapplicationalreadyrunningin thesecondinstance.By working
without a sparenode,this approachaddressesthescalabilityprob-
lemsof cluster-style rolling upgrade—administratorscanupgrade
many nodesin parallel. It also provides an online maintenance
mechanism for non-cluster systems.

However, general-purposevirtual machinesystemsgenerate
too muchoverheadto be useful for the occasionalonline mainte-
nance. State-of-the art, commercial virtual machine software
induces10-20% overheadfor typical enterpriseworkloads. We
believe thatenterprisecustomerswill resistpayingevena 10%per-
formancepenalty at times of peak load to let them perform the
infrequent maintenance without downtime.

In this paper, we proposea virtual machinesystemspecially
designedfor online maintenance.We describethe implementation
of sucha virtual machinesystemwhich we call the Microvisor. It
allows the administratorto turn off virtualization during long,
maintenance-freeoperation,and eliminate CPU overheadduring
thesetimes.Wecall thisoperationdevirtualization. At maintenance
time, the administratorcan turn virtualization on again for the
length of the maintenance.

Past efforts to reducethe overheadof virtualization have
compromised OS-transparency [Barham03, Bugnion97,
Whitaker02].In contrast,we focuson reducingoverheadby elimi-
natingthe virtual machinefeaturesthat areunnecessaryfor online
maintenance.We do away with supportfor multiplexing morethan
two OS instances,sharingI/O devices betweenvirtual machines,
andoversubscribingmemory. Wedid nothowevercompromiseOS-
transparency: our virtual machinemonitor remainsOS-transparent,
supporting an unmodified Tru64 Unix 5.1A kernel.

Using our system,we demonstratea major OS upgradeper-
formedon a web server while it continuesto serve web requests.
Without our system,this upgradewould have requiredanoutageof
around an hour. With our system,we are able to perform the
upgradewith threeshortoutagestotaling41 secondsof downtime,
without a sparenode,and without specialupgradesupportin the
kernel or OS upgradetools. This online upgradeis a challenging
form of maintenanceandtherecurrentlyexistsno practicalway to
perform it without our approach.

Our three main contributions are:

• We proposea novel techniquefor online maintenance
using virtual machines.

• We build a prototypevirtual machinemonitor that is the
first to supportdevirtualization.Weshow thattailoringour
designto theminimumneedsof onlinemaintenanceleads
to a monitorwith just 5.6%CPUoverhead,without giving
up OS-transparency.

• We demonstratean online OS upgradeon a web server
while it serveswebtraffic, without theuseof asparenode.

A key componentof the mechanismwe proposefor online
maintenanceis applicationmigration,an areathat hasbeenwell-
studiedover theyears.In this paperwe do not focuson application
migration,andinsteadreferreadersto therecentwork by Osmanet
al. on theZapprocessmigrationsystem[Osman02],andpastwork
on cluster-style failover [Huang98, Zhou99].

2. EXISTING ONLINE MAINTENANCE
TECHNIQUES
Thereexist several techniquesfor performingonlinemainte-

nancewithout a virtual machinemechanism.We divide theminto
two broad classes:general approaches, and subsystem-specific
approaches.

2.1.General approaches
Thehallmarkof generalapproachesto onlinemaintenanceis

their ability to supportonlinea wide varietyof softwareandhard-
waremaintenance,suchashardwareadditionandreplacement,OS
patches and upgrades, and system reconfiguration.

Therearea numberof existing techniquesandsystemsthat
eachprovide a generalapproachto online maintenance,such as
sparenodes,serverclusters,softandhardmultiprocessorpartitions,
andloosely-coupledracksof serverswith a parallelworkload.We
will refer to all thesetechniquesas “clusters” becausein practice
“spare nodes” are often clustersof size two, and multiprocessor
partitioningis oftenusedto carveupamultiprocessorinto acluster.
In eachof thesesystems,sparecomputeresourcesareusedto sup-
port theapplicationduringmaintenance.For example,to performa
clusterrolling upgrade, theadministratorcanshift applicationload
from onenodeontoothers,take thatnodedown for almostarbitrary
hardware or software maintenance,then shift applicationactivity
onto it again and proceed to the next node [Mic00].

Cluster environmentshave some nice online maintenance
properties.Fromtheserver vendor’s point of view, thesingleengi-
neeringinvestmentin a clustermechanismenablesonline mainte-
nanceacrossmany hardwareandsoftwaresubsystems.For cluster
customers,they areableto reduceplanneddowntimeusingclusters
typically composed of inexpensive hardware.

Although clustersarefinding acceptancein the marketplace,
they arewidely usedfor onlinemaintenanceonly for trivially paral-
lel applications(suchaswebservers).Evenin multi-nodeenviron-
ments with sparenodes,high availability sites with non-trivial
applicationsusuallyopt for plannedmaintenancewindows instead
of rolling upgrade.Themainreasonis thatmulti-nodemaintenance
cantakea longtime.Upgradingall n nodesin aclusterwith snodes
worth of sparecapacitytakes iterations.To minimizethechance
of an accidental,maintenance-inducedfailure, high-availability
sitesoften mandatethat the samecrew of administratorsfinish a
maintenanceoperation that began it. As a result, maintenance
eventsmusttypically fit within an eight-hourwork shift. For clus-
tersof morethanjusta few nodes,thiscanbeadifficult deadlineto
hit if s is muchsmallerthann. As a result,mosthigh-availability
sitesdo not take advantageof the maintenancepropertiesof their
clusters,and insteadopt to performmaintenancemorequickly in
plannedmaintenancewindows, despitethe downtime that results.
The NonStopavailability survey supportsthis observation: there
were4443plannedoutagesin thesurvey despitethefact thatmany
of the surveyed systems were high-availability clusters.

2.2.Subsystem-specific approaches
Server software and hardware vendors can also engineer

online maintenanceabilities into particularsubsystems.For exam-
ple, dynamickernelmodulewriters candesigntheir moduleto be
installableand replaceableat runtime. Similarly, object-oriented
softwaresystemscanbedesignedsothatconstituentobjectscanbe
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upgradedon the fly, as is done in IBM’ s K42 operatingsystem
[Appavoo03], and several user-level systems [Segal93, Hicks96].

Subsystem-specificonline maintenanceis also increasingly
offeredfor hardwarecomponents.For example,onmany mid-range
andhigh-endservers,PCI hot plug allows PCI cardsto beaddedor
replacedwithout halting the operatingsystemand applications.
Thereexists similar supportfor disk hot swap in modernstorage
systems, and CPU and memory hot swap on some multiprocessors.

For softwareandhardwaresystemsbuilt from online-updat-
ablecomponents,performingmaintenanceby selectively updating
a componentor two is an easyand elegant approach.However,
modernoperatingsystemsand commercialapplicationsare large,
andengineeringteamsarestrapped.Redesigningtheselegacy sys-
temsfrom the groundup to provide this style of maintenanceis
simply infeasible.Evenretrofittingsupportfor hot swapof individ-
ual componentsis proving difficult. Furthermore,the engineering
investmentmadeto makeonesystemcomponentupgradableonline
often does not benefit other components.

3. ONLINE MAINTENANCE USING
VIRTUAL MACHINES
Virtual machinesystemsoperateat the powerful boundary

betweenthe operatingsystemandhardware.From that privileged
perch,the Virtual Machine Monitor software(VMM) cancircum-
scribethe OS’s view of hardware,encapsulatemachinestate,and
allow multiple OS instancesto run on a single node.The VMM
monitors and modifies operatingsystems’interactionwith hard-
wareto provide eachOStheillusion that it alonecontrolsthehard-
ware on which it runs [Goldberg74].

By letting two operatingsysteminstancesrun simultaneously
on thesamehardware,virtual machinesystemscanprovidegeneral
online maintenance,in a manneranalogousto the cluster rolling
upgradediscussedin Section2.1—essentially, administratorscan
simulateasparenodeondemand.Usingthis technique,administra-
torscanperformonlineOSandapplicationupgrades,patches,and
reconfiguration.However, unlike rolling upgrade,online mainte-
nanceusingvirtual machinesworksonevenasinglenode,allowing
maintenanceof multi-node environmentsin fewer than itera-
tions, or even in a single iteration. This maintenancemechanism
can also enableonline maintenancein single-nodecomputesys-
tems,suchasworkgroupor departmentservers.Even thoughthey
arenot traditionallyconsideredhigh-availability, planneddowntime
is still painful and disruptive in these standalone environments.

Figure1 depictsan online maintenancesessionusingvirtual
machines.The administratorwould likely schedulethis mainte-
nanceat anoff-peaktime to ensureenoughidle cyclesto allow for
running multiple OS instanceson the server. In this example,the
server ordinarily runsa virtual machinemonitor, anoperatingsys-
tem, and an enterpriseapplication. At the appointedhour, the
administratorfirst startsup a secondOS instance.As the original
OS and applicationrun, he or she brings the secondOS to the
upgradedstate,perhapsby installing an upgradeto the OS,apply-
ing apatch,settingupanew versionof theapplication,or reconfig-
uring othersoftware.Theadministratoris freeto rebootthesecond
OS asnecessary, aswell asthoroughlytestthe new configuration.
Whentheadministratoris satisfiedwith thestateof thesoftwareon
thesecondOS,heor shecanmigratetheapplication’s servicefrom
thefirst OSto thesecondin themanneremployedby serverclusters
[Mic00, Huang98],or in thecaseof applicationmaintenance,redi-

rect requesttraffic to the upgradedapplicationalreadyrunning in
thesecondinstance.This migrationcanalsobesuppliedby a trans-
parent process migration system [Osman02].

With theapplicationsafelyrunningin theupgradedenviron-
ment,the administratorcanshutdown the original OS andvirtual
machine.The only time applicationservicestoppedwas during
migration.Althoughthedurationof this outagewill dependon the
applicationand the migration methodemployed, migration from
oneOSto anotheron thesamephysicalmachinecanbemadequite
fast. For example, a migration mechanismcould checkpoint to
memory the applicationin the first OS instance,then with help
from the VMM, remapthe checkpointpagesinto the secondOS
instancewithout copying. Approximatingthe page-table-rewriting
rateasthe1 GB/scopy bandwidthof amodernsystem,weestimate
that migrating the checkpointstateof a 512 MB processin this
fashionwould takeonly 1 millisecond(assuming4 KB pagesand8
bytePTEs).The furtherdetailsof how to migrateenterpriseappli-
cationsquickly from one virtual machineto anotheron the same
hardware is an importantresearchtopic, but beyond the scopeof
this paper.

Currentvirtual machinemonitorstake over hardwarecontrol
at first boot,andkeepthatcontroluntil themachineis reset.As the
above exampleindicates,to allow for thepossibilityof lateronline
maintenance,theadministratormustrun a virtual machinemonitor
on their systemat all times.The monitor generatesoverhead,and
with currentvirtual machinesystemsthereis no way to avoid that
overhead during maintenance-free execution.

To geta senseof theoverheadimposedby a state-of-the-art,
virtual machinesystem,we measuredthe slowdown inducedby a
commercial,non-hostedVMM, VMware ESXServerv2.1.0, run-
ning on a currentHP ProliantDL360-G3with 2.8GHz Pentium4-
Xeon.Amongthevarietyof benchmarkswe ran,we foundfor non-
mathworkloads,ESXServergenerallyslowsexecutionby 10-20%.
For many problemdomainswherethe virtual machinelayer’s ser-
vicesareneededcontinually, this overheadis a small price to pay
for the benefit it confers.
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Figure 1: Onlinemaintenanceusingvirtual machines.Thevirtual
machinemonitor lets administratorssimultaneouslyboot two OS
instances:onesupportstheapplication,maintenancetakesplacein
the other.
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However, for onlinemaintenancethevirtual machinesystem
is only neededfrom time to time. We believe customerswill resist
paying a 10-20%performancehit during periodsof peakload to
enable the occasional online maintenance.

As we will show, by paringdown virtual machinefunctional-
ity to theessencerequiredfor onlinemaintenance,we canget this
CPUoverheadto zeroandremove this impedimentto adoption.We
will describeour designfor sucha virtual machinesystemin the
next section.

Overheadis not the only reasonto forego using a general-
purposevirtual machinesystemfor online maintenance.Many of
thefeaturesthis generalityimplies,suchasnetwork anddisk traffic
shaping, quality-of-service guarantees,and sophisticatedCPU
schedulers,are not necessaryfor online maintenance.However,
thosefeaturesadddevelopmentcostandcomplexity (andtherefore
licensingcost), increaseexposureto bugsandsecurityholes,and
createmoresoftwareto manageandupdate.In contrast,a simple,
thin VMM tailored to the minimum needsof online maintenance
canbemorethroroughlydebugged,lessexpensively licensed,more
efficiently managed,and less frequently updated,increasingits
attractiveness for online maintenance.

4. DESIGN OF THE MICROVISOR
Whenbeginningthis project,we wonderedwhetherwe could

build a virtual machinesystemthat wasuseful for online mainte-
nance,but thatdid not force theuserto pay10-20%overheaddur-
ing long maintenance-freeperiods. We began by making the
following three observations about the online maintenanceusing
virtual machines depicted in Figure 1:

• In the common case, only one OS is needed

• The VMM supports at most 2 OS instances

• The two OS instancesarepart of the sameadministrative
domain

Informed by theseobservations,we then designeda virtual
machinesystembasedon a very thin hypervisor. We have dubbed
our systemthe Microvisor. At eachstepof the designand imple-
mentation,we adheredto the principle that our monitor shouldbe
as simple as possible, avoiding features and complexities not
strictly necessaryfor online maintenance.Our designalsoreflects
the necessityof keepingthe implementationtractablefor a small
team.

TheMicrovisor virtualizestheCPUin orderto run eitherone
or two OSinstances,but doesnotsupportrunningn instances.Sup-
portingasmall,fixednumberof OSinstancesgreatlysimplifiesour
system’sscheduling,memorymanagement,internaldatastructures,
and interrupthandling.We refer to the two OS instancesasOS-0
and OS-1. In our system,we treat OS-0 as the “production” OS
instance,and we useOS-1 only during maintenance(seeSection
5.2).

The Microvisor requires CPU virtualization when an OS
boots,andwhentwo OSinstancesrun simultaneously. In thecom-
moncaseof runningwith a singleOS,our systemcanceaseits vir-
tualization efforts entirely, then resume virtualization at
maintenancetime. Devirtualizationof theCPUis possiblebecause
the Microvisor deceives the OS very little about the stateof the
machine,andin practice,thesedeceptionsareonly triggeredduring
hardware discovery and when two OS instances share the CPU.

Traditional virtual machinemonitorshave to virtualize I/O
devices to allow themto be sharedby multiple OS instances.For

online maintenance,I/O virtualization is lessnecessarysincetwo
OSinstancesrarelysharethehardware.Thus,theMicrovisor does
not virtualize I/O resources.Instead,it partitionsdevicesanddedi-
catesthem to eachOS instance.Doing so simplifies devirtualiza-
tion, avoiding the challengeof dynamically interposing device
drivers under the OS.

Considera server with 16 PCI slots that is normally provi-
sionedwith 12 gigabit ethernetcardsusedfor storageandnetwork
access.To allow for online maintenanceusingthe Microvisor, the
administratorwould have to provision the server with someaddi-
tional cards,and allocate additional ports on network switches.
However, becausetheadditionalcardswill bededicatedto a virtual
machinethat is only employed during maintenance,and mainte-
nanceis typically performedduringoff-peaktimes,thoseadditional
cardscanbein a lower-performanceconfiguration.Sotheadminis-
tratorcouldfill threeof the remainingslotswith 12 network ports,
using three,4-port gigabit ethernetcards.The administratormay
alsobeableto getawaywith fewercards/portsby multiplexing net-
work or disk traffic over a smallernumberof network links during
maintenance.

Similarly, theMicrovisor alsorequiresa bootvolumefor use
duringmaintenanceby OS-1.This additionalbootvolumecanbea
logical volumecarvedfrom a storagearray. With sufficient support
from thestorageserver, it couldalsobea copy-on-write replicaof
OS-0’s boot volume.In our prototypesystem,we usea dedicated,
direct-attachedbootdisk for eachvirtual machine.To minimizethe
managementoverheadof maintaining OS-1’s boot volume, we
clone OS-0’s boot volume onto OS-1’s disk on demand.

We believe the one-timecost of this extra I/O hardware is
quite reasonablecomparedto the costof addinga sparenodeto a
standalonesystem(seeTable 1). Adding just thesedevices to an
existing nodecostsless,and takes lesspower, cooling, and rack
space [Bose03].

Evenwhenthisextrahardwarehasto beaddedto many nodes
in a cluster or data center, it still representsa small percentage
increasein initial hardwareinvestment(roughly10-20%).Thisone-
time cost should be offset by ongoing savings resulting from
reduceddowntime, which most surveys show costs from many
thousandsto millions of dollarsperhour1 [Patterson02b].By allow-
ing maintenanceto proceedin parallelover many nodes,this extra
hardware cost shouldalso yield ongoingsavings of administrator
time, the bulk of which today is spent doing maintenance
[Humpreys03]. Recentstudieshave shown that the hardware and
software purchaseprice is a small (and shrinking) componentof
server total costof ownership,andthatexactly thecostsaddressed
by theMicrovisor—downtimeandadministratortime—have come
to dominate [Levin02, Patterson02a].

1. Most availability surveysreport the costof unplanneddowntime,
which likely costsmorethanaplannedoutagescheduledatanon-peak
time. However,we haveyet to find a studythatdistinguishesthecost
of unplanned and planned downtime.

Gigabit ethernet card $20

4-port Gigabit ethernet card $450

Gigabit ethernet switch port $20

Fiber channel adapter $175

Table 1: Typical retail commodity hardware prices found on
pricegrabber.com. July 2004.
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Notethat it is our intentionthatusersprovide bothOS-0and
OS-1with a duplicatepath to applicationdisk storage,but not to
replicatethe applicationdata itself (seeFigure 2). When mainte-
nance takes place, the application migration mechanismcan
unmountthe NFS or SAN storagein the sourceOS instance,and
remountit for applicationusein thedestinationinstance,asis done
by Zap [Osman02].Sincein this scenariothe applicationruns in
only one placeat a time, there is no sharingof applicationdata
between application instances.

Like I/O devices, the Microvisor also does not virtualize
physicalmemory, sincefor onlinemaintenancememorywill not be
sharedin the commoncase.However, we deemedit excessively
wastefulto partitionmemoryaswe do for I/O devices.Instead,our
systemallows the first OS to boot to discover all of the available
memoryin thesystem.Whenit comestime to boot thesecondOS,
we employ an OS-level trick similar to VMware’s “ballooning”
device driver to let usborrow memoryfrom thefirst OSfor useby
the second [Waldspurger02].

Sincewe do not virtualize physical memory, we cannotuse
page-table-basedmemoryprotectionto isolatethephysicaladdress
spacesof OS-0andOS-1.We employ insteada form of software
fault isolation in which we checkall virtual-to-physical memory
mappings before installing them in the TLB [Wahbe93].

5. IMPLEMENTATION
We have implementeda working prototypeof theMicrovisor

for the HP Alphaserver DS20.

OurDS20systemcontainsone500MHz Alpha21264CPUs,
3 GB of SDRAM, andtwo PCI buses,eachwith a dedicatedPCI
host bridge. It runs an unmodified Tru64 Unix, version 5.1A.

5.1.Alpha PALcode
TheAlpha 21264microprocessorrunsin thepresenceof the

PrivilegedArchitecture Library, or PALcode. ThePALcode is a set
of highly privileged software routines responsiblefor handling
among other things, reset/initialization,TLB fills, interrupt dis-
patch,andcontext save andrestorefor processes.The PALcode is
implementedasordinarymachineinstructionsthatareexecutedin a
special mode on the processor. The PALcode gets accessto
machine state that the operating system and user code cannot
access.The Microvisor is implementedas an extension to the
21264 PALcode.

5.2.Assumptions
To easethe developmentof the Microvisor, we madetwo

simplifying assumptions.First, our monitor is written for a single
server platformandchipsetwhich savedusfrom having to provide
a hardwareabstractionlayer. Second,we assumeOS-0will always
bethe“production”OSinstance,andOS-1will only beusedduring
maintenance.This assumptionsimplifieddevirtualization,allowing
us to keeponly OS-0’s view of hardwarecompletelyalignedwith
reality. However, this also implies applicationswill be migrated
twice during maintenancewith the Microvisor: onceonto OS-1at
the start of maintenance,and once to get them back onto OS-0
when maintenance on it is complete.

We madeonecomplicatingassumption:we assumedthatwe
couldconsultthekernelsourcesto understandhow it usedthephys-
ical machine,but that no kernel modificationswere allowed. The
Microvisor works with a stock Tru64 kernel.

5.3.Micr ovisor implementation
We will next describein somedetail how the Microvisor is

implemented.We will break our descriptiondown into the key
components.In eachsection,we will highlight the key challenge
we had to solve.

5.3.1. CPU virtualization
• Key challenge:scheduletwo OS instanceson the same

CPU, intercept physical memory access

The Alpha architectureis designedto be virtualizable—all
accessesto privilegedstateby unprivilegedcodetrapto aprivileged
routine[Goldberg74].OnAlpha theOSkernelis relatively unprivi-
leged:theonly right guaranteedthekernelby thearchitectureis to
invoke privileged PALcode routines. All other special machine
accessthekernelmayrequireis at thediscretionof thePALcode.In
thelanguageof protectionrings,thePALcoderunsin ring 0, while
the kernelrunsin ring 1, andusercoderunsin ring 4. This is the
normalprotectionarrangementfor Unix on Alpha, even without a
virtual machine monitor.

Thus,to virtualizeourAlphaCPU,wedid notneedto run the
kernelat a reducedprivilegedlevel asis requiredfor mostarchitec-
tures[Goldberg74].Tru64alreadyperformsmostprivilegedopera-
tions through explicit calls to the PALcode. The only additional
privilege allowed Tru64 is the direct addressabilityof physical
memory. PALcodecandisablethis accesswithout runningtheker-
nel at a reduced privilege level.

Whenrunningtwo OSinstances,themonitor’smaintaskis to
periodically save to memory the stateof the currently scheduled
virtual machine,flush theTLB, restorethesavedstateof theother
virtual machine,andlet its OS continueexecution.We usea very
simpleround-robinschedulerthat switchesvirtual machinesevery
10 milliseconds.Sincethe commoncasefor our systemwill be to
only run a singleOS,we do not make any attemptto deschedulean
idle OSinstance.Therefore,whentwo OSinstancesrun, eachgets
50%of theCPU.We selectedthis simpleschedulingschemeout of
deferenceto our principle of providing the minimum functionality
neededfor online maintenance:sincetwo OS instancesrun only
rarely, a more sophisticatedschedulerseemsunnecessary. Other
possible scheduling approaches are well-known [Chapin96].

Tru64 Unix keepssomedatastructuresin physical memory.
It accessesthese structuresas well as I/O space via KSEG
addresses. Thekernelcanissueloadsandstoresto aKSEGaddress

Figure 2: Preferredstorageconfiguration.EachOS instancehasa
dedicatedbootvolume.A singleapplicationdatastoreis accessible
from either OS-0 or OS-1 over NFS or SAN.
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just like a normal virtual address,except a bit pattern in bits
<42:41> tells the processorthat bits <40:0> are a valid physical
address and should bypass the TLB.

Our monitormustvirtualizeKSEGaccessesin orderto parti-
tion I/O devices,andtrapandemulateaccessesto certainhardware
registers.During initialization, it configuresthe CPU to disable
KSEG addressingwhich causesthe kernel’s KSEG accessesto be
treatedby theprocessorasvirtual accesses.Thoseaccesses(atfirst)
miss in the TLB andtrap to the Microvisor. Our monitor inspects
eachfaultingaddress.If it is to physicalmemory, it first checksthat
the pagebeingaccessedis assignedto the currentlyexecutingOS
(seeSection5.3.3), thencreatesa pagetableentry (PTE) for that
pagemappingit to thephysicalpageframein bits <40:13>.It then
putsthatPTEin theTLB andletsthefaultinginstructionrestart.As
long as that translationremainsin the TLB, subsequentKSEG
accesses to the same physical page do not trap to the monitor.

For KSEG accessesto I/O space,the monitor checksif the
faultingaddressis oneit musthandlespecially, suchasanaccessto
oneof theserverchipset’s controlstatusregisters(CSRs),or to PCI
space(seeSection5.3.2).In mostcases,themonitorputsa transla-
tion into the TLB for these accesses as well.

5.3.2. I/O partitioning

• Key challenge:allow OSto discover only the I/O devices
dedicated to it

As mentioned,theDS20hastwo PCI buses,PCI-0andPCI-
1, andeachbus hasa dedicatedPCI hostbridge.Eachhostbridge
mapsthecontrolregistersfor thedeviceson its businto adedicated
8 GB range of I/O address space.

Although thereare many ways one could dedicateattached
I/O devicesto a particularOS instance,for simplicity we choseto
partitionbus-wiseandto dedicateall thedeviceson PCI-0to OS-0,
andall the deviceson PCI-1 to OS-1.By partitioningin this fash-
ion, we avoid having to emulatevirtual PCI hostbridgesfor each
virtual machine.Mid-rangeandhigh-endserversoften have more
thantwo PCI buses(for example,in the HP Superdomemultipro-
cessor, eachPCIslot is on its own PCIbus).In thesesystems,parti-
tioning bus-wise need not require half of the server’s I/O capacity.

Tru64discoverswhatPCI hardwareis attachedby first figur-
ing out how many PCI busesit has,thenprobingthosebusesoneat
a time. It readsa particularCSRon oneof the platform’s support
chips to get the numberof attachedbuses.To dedicateoneof the
two PCIbusesto anOSinstance,theMicrovisormusttrapaccesses
to this CSRandreturna valuestatingthereis only onePCI bus in
the system.Tru64 assumesthat if thereis only onebus in the sys-
tem, it mustbePCI-0.Thus,to dedicatePCI-0 to OS-0,emulating
this one CSR during OS-0’s boot is sufficient.

However, whenOS-1bootsandreadsthis CSR,it will find it
hasonePCI bus,andit too will assumeits busis PCI-0.Unlessthe
monitor intervenes,OS-1 will probePCI-0 and configureinto its
device list all of OS-0’s devices.To force OS-1 to usePCI-1, the
Microvisor trapsOS-1’s accessesto KSEG addressesin the PCI-0
addressrange,andinstallsin theTLB a translationfrom thePCI-0
address to the corresponding address in the PCI-1 address range.

Although the DS20hastwo independentPCI buses,the two
busesshareone interruptcontroller. To keepOS-1’s devices from
interrupting OS-0 when it runs, and vice versa, the Microvisor
keepstheunscheduledOS’sdevice interruptsmaskedfor thesched-
uled OS’s entire quantum.The Microvisor emulatesthe device

interruptmaskingregisterso that an OS cannotunmaskinterrupts
from theotherOS’sdevices.As with ourscheduler, amorecompli-
cated interrupt demultiplexing schemeseemedunwarrantedfor
onlinemaintenance,sincemultiple operatingsysteminstanceswill
rarelysharethehardware.However, it wouldnothavebeendifficult
to reschedulean OS in order to deliver an interrupt to it, asmost
virtual machine monitors do [Sugerman01],although doing so
would complicate virtual time (see Section 5.3.6).

In addition to its two PCI buses,the DS20 hasan ISA bus
containingseveralnon-performance-criticaldevices,including:two
serialports,oneparallelport,a floppy controller, andtwo IDE con-
trollers.The ISA bus presentsa challenge.We wantedeachOS to
have accessto theseISA devices, mainly so that eachOS could
have a serialport for its consoleterminal.But the PCI-ISA bridge
washardwired onto PCI-0, andwe wereunableto find duplicate
hardwareon a cardwe could stick in PCI-1.So,we optedto map
the region of I/O spaceusedby theseISA devicesinto both OS-0
andOS-1,andwe take stepsto make surebothOSinstancesdo not
claim thesamedevice. By rewriting the ISA device tablesetup in
memoryby thefirmware,we keepOS-1from discoveringany ISA
device but a single serial port. OS-0 is allowed to discover all
remainingISA devices.TheMicrovisor mustalsotrapandemulate
OS-1’sprobesof PCIconfigurationspaceto causeOS-1to discover
the PCI-ISA bridge attached to PCI-0.

Two aspectsof our method of partitioning I/O devices
weakenisolationbetweenOS-0andOS-1.First,mappingthesame
ISA I/O region into bothOSinstancesallowsoneOSto addressthe
otherOS’s ISA devices.Second,althoughwe dedicatea PCI host
bridgeto eachOS instance,thereis onesharedchip in the chipset
aheadof the host bridgesthat demultiplexes accessesto I/O and
memory, andtranslatestheCPU’s I/O spaceaddressesinto PCIand
CSR addresses.Although thesesharedelementscould allow one
OSto accidentallyor deliberatelydamagetheotherOS,for online
maintenancethis lessof anissue.SincebothOSinstancessharethe
sameadministrative domain,we do not have to worry aboutmali-
ciousattacks.And sincethetwo OSinstancesonly rarelysharethe
hardware, accidental fault propagation is very unlikely.

5.3.3. Physical memory

• Key challenge:provide memoryfor OS-1to use,without
setting all of it aside when OS-0 boots

Modernoperatingsystemsusevirtual memory, in which vir-
tual addressesaretranslatedby theOSandhardwareinto physical
addresses.Traditional virtual machinemonitorsgain control over
memoryandallow resourcesharingby imposinga secondlevel of
translation from physical addressesinto “machine” addresses
[Bugnion97].This approachto memorysharingseemedlike exces-
sive engineeringfor the Microvisor, sincemultiple OS instances
would rarelysharethemachine.Furthermore,having asecondlevel
of addresstranslationwould have forcedusto virtualizeDMA, and
would have complicated devirtualization.

However, neitherdid we want to statically set asidehalf of
memoryfor eachOSatfirst boot,whichwouldbetoowastefulcon-
sidering only one OS will run on the Microvisor most of the time.

Instead,we employ a dynamicsharingschemethat involves
neither full memory virtualization, nor static partitioning. The
Microvisor lets OS-0 discover all of the memory in the system.
Whenit comestime to bootOS-1,weuseadynamickernelmodule
in OS-0to borrow backhalf of the memoryin the system,a tech-
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nique similar to the “ballooning” kernel module pioneeredby
VMware [Waldspurger02].

The Microvisor’s ballooning module takes advantage of
Tru64 and the firmware’s support for removing from circulation
pagesof memorythat fail at runtime(similar supportexists in HP-
UX, AIX, andSolaris).To borrow memoryfor OS-1’s use,our bal-
looningmoduleallocatesa pageusingOS-0’s internalallocator. To
prevent OS-0 from using the pageand preserve it for OS-1 over
reboots,our modulemarksthepage“bad” in OS-0’s per-pagedata
structures, then frees it onto a list of bad pages.

In additionto markingthepagebadin OS-0’s memoryman-
agementstructures,our modulealsomarksit badin the Hardware
RestartParameterBlock (HWRPB),a firmwaredatastructurethat
survivesreboots.WhenOS-0reboots,it buildsupanew copy of the
badpagelist basedon thebadpagebitmapsof theHWRPB,keep-
ing it from using pagespreviously allocatedto OS-1. Similarly,
whena pageis allocatedin OS-0for useby OS-1,it getsmarked
“good” in the version of the HWRPB exposedto OS-1 when it
boots.

OncemaintenancecompletesandOS-1halts,our ballooning
modulereturnsOS-1’smemoryto OS-0by directly removing pages
from its bad pagelist, marking them “good” both in the kernel’s
structures and HWRPB, and placing them on OS-0’s free list.

Note that this mechanismfor memory sharingcan coexist
with pagesthat really do fail at runtime. Our ballooningmodule
wouldsimplyneedto updateOS-0’sbadpagelist andbitmapswith
thosepagesthat fail while assignedto OS-1.It would be straight-
forward to add this support to our prototype.

This approachto memory sharingdoeshave one problem.
Tru64 needsa certainminimum amountof contiguousmemoryto
beableto boot(around100MB onoursystem).Sincemaintenance
takes placeinfrequently, we expect OS-0 will run for quite some
time beforean administratorneedsto boot OS-1.Therefore,with-
out takingspecialsteps,it is unlikely therewill besufficientcontig-
uous physical memory available in OS-0 for OS-1’s needs.
Traditional virtual machinemonitors do not have this problem
becausethey areable to make fragmentedmachinememorylook
physically contiguousthroughtheir extra level of memorytransla-
tion. In our currentimplementation,we simply earmark128MB of
contiguous physical memory for OS-1 when OS-0 first boots.

5.3.4. Address space isolation

• Key challenge:prevent one OS instancefrom modifying
memory of another

It is importantto prevent oneOS instancefrom accidentally
trashing memory owned by the other OS instance (deliberate
attacks are unlikely, since for online maintenance,both OS
instanceswill belong to the sameadministrative domain). Most
VMMs provide this protectionby virtualizing physical memory,
providing eachguestOS a completelyseparatephysical address
space.However, sincewe do not virtualizephysicalmemoryin the
Microvisor, we protecteachOS’s physical addressspaceusingan
approachsimilar to “sandboxing”[Wahbe93].Every time an OS’s
virtual or KSEG memoryaccessmissesin the TLB, the TLB fill
routinein theMicrovisor first loadsthePTEfor thatpagefrom the
OS’s pagetables(or cooks up a PTE for KSEG accesses),then
checksthe validity of the physical pagein that mapping.If that
physicalpageis marked“good” in theHWRPB’sbadpagebitmaps,

it allows the accessandinstalls the PTE in the TLB. Otherwiseit
delivers a fault to the currently-scheduled OS.

TheTLB fill handleris themostperformance-criticalroutine
in the PALcode.The basicTLB fill routineperformsonly a single
memory load on its critical path.Checkingeachvirtual mapping
addsto that path 8 memory loads/storesto 3 cachelines. As a
result, addressspaceisolation accountsfor the majority of the
Microvisor’s runtime overhead (see Section 6.1).

5.3.5. Interaction with the firmware

• Key challenge:keepfirmware in the dark aboutmultiple
OS instances

TheDS20containsfirmwarethatprovidesauserinterfacefor
the machinewhen no operatingsystemruns,and the I/O support
neededby bootingoperatingsystemsbeforetheir own device driv-
ers kick in. The DS20 firmware supportsonly a single running
operating system at a time.

Thefirmwarepresenteda challenge.Typical virtual machine
systemshave their own I/O device drivers,which let thememulate
firmware calls without invoking the real firmware. However, we
wantedto avoid shoehorninga disk device driver into thePALcode
(a typical SCSI device driver would exceedthe codesizeof the
entire PALcode by an order of magnitude).

Another option would have beento run the real firmware
within the virtual machineabstractioncreatedby the Microvisor.
However, thiswouldhavenecessitatedvirtualizingmostof theplat-
form, andimplementingtheMicrovisor in two versionsof thePAL-
code (the firmware’s and Tru64’s).

Instead,we optedto virtualizeabove thefirmware.Sincewe
intend the Microvisor to be used for online maintenance,we
observed that two OS instanceswill not need to boot at once.
Therefore,we reasonedour monitorcouldlet eachOSinstanceuse
thereal,unvirtualizedfirmwarewithout inherentconflict.However,
theMicrovisordoesneedto managetheOS-firmwareinteractionso
that the firmware’s un-virtualized, un-partitioned view of the
attachedI/O hardwaredoesnotconflictwith anOSinstance’svirtu-
alized view.

The Microvisor interceptsall calls by anOS to thefirmware
by rewriting thefirmware’s callbacktableto point to our own rou-
tines.Subsequently, whenever theOSthinksit is invoking a partic-
ular routine in the firmware, it actually invokes a routine in the
monitor.

Not all firmwarecalls needto be changed.For thosethat do
not,themonitorsimply invokestheoriginalfirmwareroutine.How-
ever, for someroutinesthe parametersthe OS passesto the firm-
ware needto be modified. For example,as explained in Section
5.3.2,OS-1thinksits PCI busis PCI-0,andit thereforeassumesits
bootdiskwill beon thatbus.However, thefirmwareknows its boot
disk is reallyonPCI-1.Thus,whenOS-1callsa routinein thefirm-
ware to openits boot disk, the Microvisor must trap that call and
modify therequestto openthedisk on PCI-1.No modificationsare
necessaryfor OS-0 becausethe firmware and OS-0 are in agree-
ment about the location of its boot disk.

Virtualizing above the firmwarehadseveral advantages.For
example, becauseTru64 uses a much smaller portion of the
chipset’s registersthandoesthefirmware,our monitorhadto virtu-
alize less.

However, therewasdownsideto virtualizing above the firm-
ware. First, whenever the booting OS invokes the firmware, our
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PALcode hasto yield the CPU to the firmware’s PALcode. As a
result,our monitor is unableto schedulethe secondOS while the
firmwarecompletestheOS’s request,andduringthattime thefirm-
warehascarteblancheover thehardware.Althoughthefirmwareis
generallywell behavedandholdstheCPUfor only shortperiodsof
time,yielding theCPUin thismannerwhile anOSbootscreatesan
8-15 secondoutagein the OS alreadyrunning.We could address
this outageby modifying thefirmwareto yield theCPUbackto the
Microvisor PALcode during I/Os.

Evenworse,whenthefirmwaregetsa requestto openaboot-
ing OS’s bootdevice, it first resetsbothPCI-0andPCI-1.This I/O
resetdoesnot crashthe OS instancethat is alreadyrunning,but it
doescauseit to have anapproximatelytwo minuteoutagewhile it
recovers.We addressedthis latterproblemby patchingin memory
the instructionsof the firmwarePALcode’s TLB fill handler, caus-
ing it to shieldPCI-0from resetwhenOS-1boots,andPCI-1from
reset when OS-0 boots.

Someof themostchallengingaspectsof theMicrovisor to get
working werethosethatdealtwith lying to thefirmware.If we had
this implementationto do over again, we would reconsidervirtual-
izing over the firmware without the ability to modify it. Source
accesswould not only have simplified the task of understanding
how to spoofthefirmware,but would alsohave let useliminatethe
only source of downtime present in our system.

5.3.6. Virtual time

• Key challenge:keep each OS’s notion of time correct
despite sharing the CPU

In most virtual machinesystems,maintaining an accurate
notionof passingtime in operatingsysteminstancesis challenging
becauseeachOSgetsachangingportionof theCPU,andmaymiss
timer interrupts.

BecausetheMicrovisor giveshalf of theCPUto eachof two
OSinstances,andbecausewe do not descheduleidle OSinstances,
virtual time turnedout not to bedifficult. Whena secondOSboots
on theMicrovisor, wesimply reprogramtherealtimeclockgenera-
tor in the DS20 chipsetto generatetimer interruptsat twice the
usual rate. So that the clock interrupt ending an OS’s scheduler
quantumis not lost, we alsoimmediatelyposta timer interrupt to
anOSwhenit getsrescheduledontheCPU.Thesetwo stepsensure
that an OS getsexactly the samenumberof timer interruptswhen
sharing the CPU as when it runs alone.

5.3.7. Use of multiple PALcode images

• Key challenge: optimize code paths

TheAlpha microprocessorinvokesthePALcoderoutinesvia
well-known offsets from a base addressthat is fixed in the
PAL_BASEinternalprocessorregister. By changingthecontentsof
the PAL_BASE register, the PALcode can causethe processorto
use a different PALcode image the next time PAL is entered.

Weelectedto usethisPALcodeswitchingsupportto optimize
theMicrovisor. As mentionedin Sections5.3.2and5.3.5,themon-
itor’s virtualization activities underneathOS-0 differ somewhat
from thoseunderfor OS-1.We actuallyusetwo separatePALcode
images,onestaticallycompiledwith just thecodepathsandsupport
neededfor OS-0,andonewith thenecessarycodeandsupportfor
OS-1.Thisoptimizationsaveshaving asinglePALcodeimagewith
many codepathsconditionalizedon whetherOS-0or OS-1is cur-

rently running. The additional copy of the Microvisor PALcode
takes up approximately 64 KB of memory.

Thus, when the running OS instance’s schedulingquantum
expires, its dedicatedcopy of the Microvisor PALcode saves its
stateto memory, andjumpsto a specialentry point in the copy of
theMicrovisor PALcodefor theotherOSinstance.Thatcopy then
resetsthe PAL_BASE register to point to its baseaddress,and
restores the previously saved state of its OS instance.

5.3.8. Devirtualization and revirtualization of hardware

• Key challenge:get off of Microvisor PALcode, without
losing the ability to get back on

We observe that the addressesof the physical memoryand
I/O resourcesOS-0usesmatchtheir truephysical locations.This is
in contrastto OS-1 which hasits accessesto virtual PCI-0 trans-
latedby the Microvisor andTLB into accessesto physical PCI-1.
Furthermore,althoughthe Microvisor trapsand emulatesOS-0’s
accessesto several CSRs,if OS-0is not bootingthat emulationis
not triggered.Similarly, onceOS-0is booted,it ceasesto invokethe
firmware.At that point, the Microvisor’s presencebetweenOS-0
and the firmware is superfluous.

Therefore,we reasonedOS-0 could run without the active
participationof theMicrovisorafterit bootsandbeforeOS-1boots.
TheMicrovisor takestwo stepsto achieve this hardwaredevirtual-
ization. First, it re-enablesKSEGaccesses.Subsequently, all physi-
cal memory, I/O, andCSRaccessesget issueddirectly by theCPU
without beingtrappedby the Microvisor, andwithout beingtrans-
lated by the TLB.

Second,it switchesthe CPU to an almostentirely stockver-
sionof thePALcode.TheMicrovisorPALcodenormallychecksfor
KSEGaddressesduringaTLB fill, andits schedulernormallylooks
for certainconditionsduring an interrupt. Although thesechecks
areunnecessarywhendevirtualized,thecodepathsneededto carry
themoutstill pollutetheTLB fill andinterruptroutines.By switch-
ing the CPU to a stockPALcode with unadulteratedTLB fill and
interrupt hanldlers, we avoid even this tiny overhead.

Eventually, the systemadministratorwill want to perform
online maintenance.At that time, the hardwaremustbe revirtual-
ized in order to multiplex OS-0 and OS-1 on the samephysical
machine.

To supportrevirtualization,we have addeda small routineto
the stock PALcode that switchesthe CPU back to using OS-0’s
MicrovisorPALcode.Thesemodificationstotal25machineinstruc-
tions andarenot on any codepathaccessedduring normalexecu-
tion. The Microvisor PALcode then disablesKSEG addressing,
resumesits prior CSR emulation, and again translatesKSEG
accesses to physical memory and I/O.

In addition to bootup and periods of online maintenance,
thereis oneothertime whenOS-0mustrun with thehardwarevir-
tualized.Tru64Unix hasa hardwaremanagersystem(hwmgr) that
candynamicallyprobefor attachedperipheralsandconfigurethem
into the running system.To ensurehwmgr only finds the I/O
devices dedicatedto an OS, the Microvisor must virtualize the
hardwareduringits probingactivities.TheOScaneasilybeconfig-
uredsothat theadministrator’s invocationof hwmgr automatically
revirtualizes the hardware, if necessary.
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5.3.9. Bootstrapping
• Key challenge:loadkernelimageswithout forcing Micro-

visor to walk file system

Ordinarily, thePALcodeimageusedby Tru64is loadedfrom
ROM at reset.Wedid notwantto rewrite ROM with ourPALcodes,
soweinsteadmodifiedtheTru64bootloaderto loadtheMicrovisor
PALcodesoff disk. Our boot loaderloadsthreedifferentPALcode
imagesinto physicalmemory:pal.0, pal.1. andpal.2. Thepal.0and
pal.1 imagesare the Microvisor PALcodes for OS-0 and OS-1,
respectively. The pal.2 image is the stock palcodeusedby OS-0
when devirtualized.

After loadingthe Microvisor PALcodes,the boot loadersets
aside16MB of memory to hold OS-1’s executableimage along
with OS-1’s 128MB contiguousmemoryregion (describedin Sec-
tion 5.3.3).Staticallyallocatingthememoryfor OS-1’s executable
imagesimplified the Microvisor’s memorymanagement.The boot
loader then loads OS-0 into memory, and jumps to its start routine.

WhenOS-1is started,its executableimageis loadedoff disk
by OS-0.ThismeansthatOS-0musthaveon its bootdiskacopy of
any kernelbinarythatOS-1is to use.Similarly, whenOS-0reboots,
OS-1handlesthereloadingof its image.EachOSusesseveralspe-
cial routinesin their PALcode to let them set up the executable
imageof the other OS, an approachsimilar to Xen’s methodof
domaincreation[Barham03].Having one OS load the other kept
theMicrovisor from loadingtheboot loaderoff disk, which would
have addeda greatdeal of complexity to a PALcode that knows
nothing of file systems.

6. PERFORMANCE EVALUATION
We have a working prototypeof theMicrovisor thatcanboot

and scheduletwo instancesof an unmodifiedTru64 5.1A kernel.
The Microvisor sourcecode consistsof 6000 lines of assembly
addedto the Alpha 21264PALcode, 700 lines of C addedto the
Tru64 boot loader, and about 600 lines of C in the balloon module.

The overheadof a virtual machinesystemcanbe an impor-
tantdeterminantof whetherthatsystemgetsusedfor onlinemain-
tenance.To understandthe performancepenaltyof the Microvisor
for differentclassesof applications,we ran a variety of workloads
on thestocksystem,andcomparedtheir performancewhenrun on
the Microvisor.

For this study, we selected the following applications:
• TCP-xput, TCP-rtt: two network microbenchmarksfrom the

Netperf 2.2 suite. The TCP-xput workload measuressustained
throughputachieved througha 100 Mbit switchedethernetusing
the TCP protocoland large messages.The TCP-rtt load measures
round trip times of 1-byte TCP messages.

• int-gap, fp-swim, fp-equake: threeinteger andfloating point
math codes from the SpecCPU2000 suite.

• int-gzip, int-gcc: two non-math benchmarks from
SpecCPU2000.The gzip workload compressesa file to memory.
The gcc benchmark compiles a large source tree.

• specweb, OSDB: theseapplicationsmodel enterpriseweb
serving and transaction processing applications respectively.
SpecWeb99bombardsan Apache1.3.28web server with a mix of
dynamicand static html requests.A single linux client opens30
simultaneousconnections(30 is the maximumnumberof connec-
tions the raw server can maintain that conform to SpecWeb’s
throughputrequirement).OSDBis anopensourcetransactionpro-
cessing workload based on the AS3AP databasebenchmark

[OSD03].It performsavarietyof queriesona40MB database.We
run version 0.14 of OSDB using PostgreSQLversion 7.2 as the
databasesystem.For both SpecWeb andOSDB, the html or data-
base data is stored in an NFS file system.

6.1.CPU overhead
To measuretheslowdown inducedby theMicrovisor’s hard-

warevirtualization,we first measurethebaseline“performance”of
eachapplicationon theraw Alphaserver DS20,whereperformance
is a metric appropriatefor that application (e.g. running time,
throughput,iterations,etc.). We then measureeachapplication’s
performancewhenrunningon OS-0with the Microvisor virtualiz-
ing the hardware underneathwith and without physical memory
isolationcompiledin. Sincewe boot only a singleOS instanceon
thehardware,thereis no overheadfrom context switchingtwo OS
instancesin thesefirst measurements.Overheadis computedasthe
percentslowdown in performance.We presentthe resultsof this
study in Figure 3. Eachdatapoint representsthe averageof five
runs.For all measurements,the95%confidenceinterval is lessthan

% of the mean.
As shown in Figure3, we find that the Microvisor’s virtual-

ization overheadis between0.1% and 5.6% when it affords full
addressspaceisolation betweenOS instances.When the Micro-
visor doesnot protect the memoryof one OS instancefrom the
other, its overheadis between0.04% and 2.2%. This remaining
overheadcomesfrom the TLB pressureinducedwhenthe Micro-
visor installs translations for KSEG addresses.

As shown in Figure4, we alsomeasuredthesesameapplica-
tionson OS-0,with thehardwaredevirtualized.We find thatall our
benchmarks are within measurement error of zero CPU overhead.

We next wantedto understandthe overheadof statesaving,
restoring,and TLB flushing when context switching the two OS
instanceson theCPU.As shown in Figure5, we measuredtheper-
centageof baselineperformanceachievedby eachapplicationrun-
ning in OS-0, when OS-1 sharesthe CPU. For the baseline
applicationperformance,we useboth the performanceon virtual-
ized hardware(isolatingthe purecontext switchingcosts),andthe
raw hardware(revealingtheoverheadof bothcontext switchingand
virtualization). The virtualized runs have full memoryprotection
enabled.Our simpleround-robinschedulergiveseachOS 50% of
theCPU.Our measurementsindicatethatCPU-boundapplications
perform quite close to half their baselinespeed.Therefore,the
impactof the saving andrestoringstateto schedulethesetwo OS
instances is small, around 0.1%-1.5%.

TCP-xputperformssomewhat better than 50% of baseline.
This applicationis not CPU bound,so taking away half its CPU
does not diminish its performance by half.

We concludethatwe aresuccessfulin gettingCPUoverhead
to zero when OS-0 runs devirtualized. Coupledwith the Alpha’s
intrinsic virtualizability, many of our laborsto facilitatedevirtual-
ization,suchaspartitioningI/O devicesandnot virtualizing physi-
cal memory, resultedin a virtual machinemonitor with very low
overhead, even when OS-0 runs virtualized.

The majority of the Microvisor’s overheadcomesfrom the
extra checksit performsin order to isolate the physical address
spacesof eachOSinstance.For theproblemof onlinemaintenance,
thisprotectionis notbuying theusermuch.In thisproblemdomain,
theuserdoesnothaveto worry aboutoneOSinstancebeingusedto
attack anothersince both sharethe sameadministrative domain.

2±
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Furthermore,since both OS instancesshare the hardware only
rarely, thereis a relatively brief window for accidentalfault propa-
gation.Therefore,it is possibleto imaginerunningthe Microvisor
with no isolation betweenOS instances,reducing virtualization
overheadto just 2.2%,andmakingdevirtualizationlessnecessary.
However, we expectmostsystemadministratorsto feel moreconfi-
dent using the Microvisor with its protectionmechanismenabled
whentwo OS instancessharethe hardware,andto eliminateover-
head by devirtualizing the rest of the time.

6.2.Memory overhead
The Microvisor takesup very little memory. Our threePAL-

codeimagesoccupy approximately216KB. For working memory,
our PALcodesuseonly memoryalreadysetasidefor PAL by the
firmware.

The dominantsourceof memoryoverheadis the 144 MB of
physicalmemorysetasidefor OS-1atfirst boot(128MB of contig-
uous memory plus 16MB for its executable image).

7. ONLINE MAINTENANCE STUDY
To demonstratethe useof our prototypefor online mainte-

nance,as well as to measurethe cost in downtime of our design
decisions,weusedtheMicrovisor to performanonlineOSupgrade
on a webserver while it servesweb traffic. We chosethis applica-
tion for our studybecauseweb traffic is easyto migrate.Complex
applicationswill likely requirea morecompleteprocessmigration
or fail-over mechanism [Huang98, Osman02, Zhou99].

Our web server startsout runningTru64 Unix version5.1A.
We upgradeit on the fly to version 5.1B. Despitethe relatively
small changein versionnumber, 5.1B is a major upgradeto 5.1A
(5.1A was shipped in September2001. 5.1B was shipped in
November2002).To performour upgradewe usetheoff-the-shelf
5.1B upgrade CD-ROM, and unmodified Tru64 upgrade tools.

We useSpecWeb99to generatehttp traffic servedby Apache
1.3.28.To mimic a period of reducedserver demandsuitablefor
performingmaintenance,we configuretheSpecWebclient to open
15 simultaneousconnections.Fromtheclient end,we measurethe

total http requestthroughputover all connectionsduring themain-
tenanceon thewebserver. Fromour throughputlog we areableto
calculatedowntime, which we defineto be the accumulatedtime
during which throughput from the server is zero.

To migratewebservicefrom oneOSinstanceto another, we
start Apachein the destinationinstancethen simply reassignthe
sourceinstance’s IP addressto thedestinationinstanceusingifcon-
fig. OS-0andOS-1eachhave a dedicatedbootdisk. TheSpecWeb
html file set is accessible from either OS instance over NFS.

At timezero,OS-0is runningdevirtualized,servingwebtraf-
fic generatedby SpecWebrunningonaseparatenode.Wethenper-
form theOSupgradeasfollows.First,werevirtualizethehardware.
Next, we instructtheballoonmodulein OS-0to “inflate”, grabbing
half of physicalmemoryfor OS-1.We thenbootOS-1,andmigrate

Figure3: Microvisorvirtualizationoverhead.Overheadis between
0.1%and5.6%whenphysical memoryprotectionis enabled,and
0.04% to 2.2% when it is not.
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Figure 4:Overhead when OS-0 is devirtualized.
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theSpecWebrequesttraffic to it. OnceOS-0is idle, we dropOS-0
to single-usermode,mount the upgradeCD-ROM, and start the
upgradeutility. The upgradesoftwarefirst scansthe boot file sys-
tem for available spaceand potential configurationproblems.It
then installsapproximately100 softwarepackages,and initiatesa
reboot. Next, the upgradeutility goes through a configuration
phase,builds a customkernel, and triggers a final reboot.Once
rebooted,wemigratetheSpecWebrequesttraffic backto OS-0,and
halt OS-1. The balloon module then “deflates”, returningOS-1’s
memory to OS-0, and the Microvisor devirtualizes the hardware.

Figure 6 shows the resultsof this experiment.We plot http
sessions/secondon a timeline labeledwith thevariousactionsper-
formed during the maintenance.The instantaneousSpecWeb
throughputis quite noisy, so eachdatapoint representsa moving
averagefive datapointswide. Thegraphhasthreetime-warpsdur-
ing lengthy upgrade operations, marked by vertical zig-zag lines.

Several featuresstandout on the graph.First, the drop in
throughputby roughlyonehalf whenOS-1startssharingtheCPU
is clearlyvisible,asis thereturnto full throughputafterOS-1halts.
During OS-0’s two reboots,OS-1 briefly runs aloneon the hard-
ware, resulting in two spikes to full throughput.

Thereare threeshort outagesresultingfrom the Microvisor
temporarilycedingcontrolof theCPUto thefirmwarewhile it per-
forms boot-timeI/O (seeSection5.3.5),bringing the total down-
time for this online OS upgrade to 41 seconds. Had this
maintenancebeenperformedin an offline manner, it would have
required around one hour of downtime.

This 41 secondsof downtime is anartifactof our implemen-
tation,andnot fundamentalto our approachto onlinemaintenance.
As discussedin Section5.3.5,we could reducethis downtime to
zeroeitherby modifying thefirmwareto yield theCPUduringlong
I/Os, or by endowing our monitorwith a disk device driver, allow-
ing it to perform boot I/O without invoking the firmware.

Despitethe fact that we designedand testedthe Microvisor
exclusively with Tru64 5.1A, version5.1B worked out of the box

with the Microvisor VMM. However, we did have to modify the
balloon module for compatibility with 5.1B.

8. LESSONS FOR MAINSTREAM
ARCHITECTURES
We choseto prototypeour systemon Alpha becausewe felt

writing for it anOS-transparentvirtual machinemonitorwasplau-
sible with a teamour size.However, the Alpha architectureis less
mainstreamthan others,suchas Intel x86. What lessonscan our
study impart for these architectures?

We believe building a systemlike the Microvisor is possible
on x86. The main attributes of online maintenancethat we
exploit—oneOS in commoncase,two OS instancesat most,both
in thesameadministrativedomain—arejustasvalid onx86asthey
are on Alpha.

Although x86 is not a virtualizablearchitecturein the strict
sense,binary coderewriting techniquesusedfor virtualizing it are
well-known [Robin00, Devine02]. Although we have not studied
the problem in detail, we seeno reasonwhy devirtualizing and
revirtualizing an x86 CPU would not be possible.

Assumingthe x86 VMM managesmemoryandI/O devices
to allow for devirtualization,we believe the following stepswould
be involved in devirtualizing such a system.

To devirtualize, the x86 VMM first configuresthe CPU and
chipset’s internal registersto matchthe stateof any registersthe
VMM wasemulating.If employing codemodification,themonitor
restoresany modified instructions.It then returnscontrol to the
operatingsystemleaving theprocessorin kernelmode.Thekernel
continuesto execute,but its operationsonprivilegedstateno longer
trap to the VMM. Thesestepsarevery similar to thoseperformed
by VMware when it performs a “world switch” between the
VMM’ s context and the host OS’s context in their hostedvirtual
machine products [Sugerman01].

To revirtualize the processor, a kernelmodulecanpasscon-
trol backto theVMM, who takesover theCPUby returningto ker-
nel code at a reduced privilege level.
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12

We believe thechallengeof implementingtheMicrovisor for
a particularplatform/OScombinationlaysnot mainly in thearchi-
tecture,but in thenatureof theplatform,andthewaytheOSusesit.
For example,wewereableto takeadvantageof Tru64’ssupportfor
versionsof our platform with differing numbersof PCI buses,as
well as its supportfor walling off failed pagesof memory. This
native support in Tru64 freed us from virtualizing the PCI host
bridge,and physical memory. On a different platform, we would
simply have had to virtualize more of the machine.

9. RELATED WORK
Virtual machineshave beenaroundfor almost40 years.Dur-

ing that time their usehasbeenstudiedfor suchproblemsasOS
debugging [Keefe68, Winett71], system security [Popek74,
Robin00,Dunlap02],fault tolerance[Bressoud95,Govil99], retro-
fitting legacy systems[Buzen74,Bugnion97],migrating environ-
ments[Sapuntzakis02],aidingthedeploymentof large-scaleserver
systems[Barham03,Whitaker02],andmany more.Our work is the
first we know of to examinetheuseof virtual machinesfor online
maintenance.

Thereareseveralsoft partitioningschemesthatarerelatedto
the Microvisor, the closestof theseis IBM’ s Logical Partitions or
LPARs[Borden89].LPARs allows administratorsto sliceup a mul-
tiprocessorinto severalpartitions,eachwith its own operatingsys-
tem instance,anddedicatedI/O resourcesandmemory. LPARs is
fairly unique among soft partitioning schemesin that, like the
Microvisor, it virtualizesCPUssothatapartitioncanreceiveonly a
fraction of a processor. LPARs dependson specialvirtualization
support in both the operating system, and the microprocessor.

Denali and Xen are lightweight virtual machine systems
designed to multiplex many OS instanceson x86 hardware
[Whitaker02, Barham03].Both VMMs export a variation of the
machineinterface—operatingsystemsmustbeportedto run in one
of their virtual machines.For operatingsystemsthusported,Denali
and Xen can enable online maintenance.

In contrast to Denali, Xen, and LPARs, the Microvisor
requiresno special virtual machinesupport from the OS. Both
DenaliandLPARS provide moregeneralvirtualizationcapabilities
thandoestheMicrovisor. In exchangefor giving up this generality,
theMicrovisor reducescommoncaseCPUoverheadto zero,while
retaining the functionality needed to enable online maintenance.

Microkernel operating systems split OS functionality
betweena very small kernel runningcloseto the hardware,anda
largerOSserver runningon top [Golub90,Hartig97].This arrange-
mentof softwareis architecturallysimilar to Unix runningonavir-
tual machine,althoughthe interfaceexportedby the microkernel
abstractsmoreof the machinethanthe straighthardwareinterface
exportedby a virtual machinelayer. Microkernelscanallow for the
onlineupgradeof theOSserverby lettinganadministratorrunboth
theold OSserverandtheupgradedonesimultaneously, andmigrat-
ing applications to use the new server.

Sapuntzakiset al. have lookedat tamingtheproblemsassoci-
atedwith OS, application,andnetwork configurationby bundling
networks of virtual machineswith their operatingsystemsand
applicationsinto virtual appliances[Sapuntzakis03].Their system
makesit easyto deploy softwareupdatesby bundlingthosechanges
into new versionsof theappliances,thencausingexistingappliance
instancesto restartusing the new versions.They do not focuson
deploying these updates without downtime.

10. CONCLUSION
Businessesdependonbeingableto run theirenterpriseappli-

cationsaroundthe clock. As a result, server customerstypically
hardentheir infrastructureagainst failuresby deploying their ser-
vices on redundanthardware. However, no similarly practical
approachexists for avoiding most outagesfrom plannedmainte-
nance,despitethefactthatmaintenanceaccountsfor 90%of down-
time.

In this paper, we have proposeda novel techniquefor reduc-
ing planneddowntimeby performingmaintenanceonlineusingvir-
tual machines.This techniqueenablesa broad classof software
maintenance.

Although our techniquewill work with commodity virtual
machinesoftware,we believe potentialcustomerswill balk at pay-
ing the 10-20%overheadof thesesystemsduring periodsof peak
load, to enable infrequent maintenance to be performed online.

Ratherthanforce usersto tradeoff peakserver performance
versusdowntime, we have proposedand built a virtual machine
systemthatprovidesonlinemaintenance,but thatletsserversrunat
full speedat peaktimes.TheMicrovisor is thefirst systemto pro-
vide devirtualization,allowing sitesto paytheCPUcostof virtual-
ization just during periodsof maintenance.We find that stripping
away featuresnot necessaryfor onlinemaintenancealsoyieldslow
CPU overheadwhenvirtualized—just5.6%—withoutcompromis-
ing OS-transparency.

We have usedthe Microvisor to demonstratea challenging
form of single-node,online maintenance,performinga major OS
upgradeon a webserver while it serveswebtraffic. Theonly exist-
ing way to do this upgradeonline is to use a sparenode. Our
approachmakes even multi-nodemaintenancepractical,eliminat-
ing the serialdeploymentof updatesover many nodesrequiredby
current techniques.

During our OS upgrade,we accumulatejust 41 secondsof
downtime rather than the hour that would be requirednormally.
That41 secondsof downtime is not fundamentalto onlinemainte-
nanceusingvirtual machines—wecould eliminateit with a small
change to our prototype’s firmware.

The main costof using the Microvisor is the additionalI/O
andnetworking hardwareit requiresto be setasidefor useduring
maintenance.In exchangefor this modest,one-timehardwarecost,
sitescanreducethe two dominantongoingexpensesof their bud-
gets: administrator time and downtime.
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