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Abstract our scheme in applications that demand high data reliability,
such as banking, but it poses little problem in typical Internet

We present a new replication algorithm that supports replicervices, because these services have simple update semantics

tion of a large number of objects on a diverse set of nodesd weak consistency requirements.

The algorithm allows replica sets to be changed dynamically

on a per-object basis. It tolerates most types of failures, in-

cluding multiple node failures, network partitions, and suddinl Background

node retirements. These advantages make the algorithm pagiiGr work derives from the Porcupine cluster-based mail server
ularly attractive in large cluster-based data services that expfject [19]. Porcupine connects up to several hundred off-
rience frequent failures and configuration changes. We preMg-shelf computers to serve billions of mail messages per day.
the correctness of the algorithm and show that its performamcupinevs architecture is fulgynamic any node can poten-
is near-optimal. tially manage any user’s profile and store any user’'s email mes-
This report originally appeared in the 14th International Confesages. For each incoming message, Porcupine chooses a set of
ence in Distributed Computing (DISC), October 2000, Toledo, Spajfades on which to replicate and store the message (called a
The proceedings of the conference are published as Lecture Not%ﬁ]jca set), based on node load and message affinity. A clus-
Computer Science No. 1914, Springer Verlag. ter membership service and a distributed naming service keep
track of the locations of users’ messages. The dynamic mes-
. sage placement yields many benefits: performance improve-
1 Introduction ment via balanced load and flexible support for system config-
uration changes by message migration.
We present a new lightweight replication algorithm designedgrom the viewpoint of a replication service, Porcu-
for PC-based Internet data services, such as WWW, FTP, ik presents an environment very different from traditional
email. Our algorithm is unique in many aspects. First, Oitabase systems. Following are the key characteristics of Por-

algorithm lets copies of an object, agplicas, be created or cypine and a discussion of how they define the goals of our
deleted dynamically and yet guarantees that the state of a”r@i@lication service:

replicas eventually converges. Second, it is designed specifi-

cally to support many small replicated objects, which is typtrequent failures: With hundreds of nodes in the cluster, a
cal in web-based environments; in particular, it has low space part of the system is always down. First, the algorithm must
and Computation overhead and handles Object deletion effi- providestrong fault toierancd)y maintaining repiica con-
ciently. Third, the algorithm tolerates most failure types, in-  sjstency even when some of the nodes are down, sometimes
cluding multiple node failures and sudden node retirements, permanently. Second, the algorithm mushie-blocking,

and network partitions. Finally, it is non-blocking and decen- that is, it must allow reads and writes to any replica any

tralized, that is, it lets any node issue an update, and it makestime regardless of whether peer replicas are reachable.
no single node permanently responsible for maintaining replica

consistency. We achieve this efficiency and versatility by b&hanging replica sets: Porcupine needs to change email
ing optimistig that is, we guarantee that replicas become con- message replica sets automatically to react to node addi-
sistent only eventually. This optimism precludes the use of tions and removals. We must suppdstnamic addition
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and removal of replicaswhile allowing contents updatesthe techniques used by these systems, including on-demand
to the object. polling and a semantic log for describing updates, reduce the
. o . C .. __communication cost but increase both the computation and the
Small object size: The unit of replication in Porcupine is an

séorélge overhead.

email message whose average size is 5K bytes, as oppo laorithm i t closelv related t i ; id
to many gigabytes typical in database systems. We need t uraigorithm 1S most closely refatec to multi-master wide-
area replicated services, including Active Directaryl[13], Xe-

umslggntg?ngﬁt?i)r?(rf p(;\ézrzgg 522:13; ject data StrUCturesrox Clearirjghouse [6], and Usenket [ZQ]. These systems provide
non-blocking accesses, support replication of many small ob-
Selective replication: Porcupine stores billions of email mesjects, and propagate updates efficiently over unreliable links.
sages, each of which is in its own replica set. Our algorithowever, they do not support replica set changes and provide
needs to beuiescent that is, it should incur no computa-only a weak fault tolerance; for example, one failed node can
tional and space overhead when no update is in progresall the update propagation of the entire system. Moreover, the
Moreover, email messages are deleted frequently. Thesisting systems do not support quick object deletion and re-
our system should supporuick object deletionwithout quire storing update records (often called “death certificates”)
leaving any data structures behind. for an indefinitely long period.

Several systems allow dynamically changing the placement

not demand strict replica consistency because the possiBfféPlicas using reference-monitoring mechanisms to balance
ity of inconsistent data is inherent in the environment; foR€ System load [17. 23]. They update replicas by gossiping

example, unreliable network transport can cause deliv&32n9es along a spanning tree and are unable to achieve replica
delay or duplicate messages. Thus, we only need to sh nsistency even under a single node failure. Our work com-
porteventual consistencyf replica ste;te plements them by proposing a robust mechanism that can tol-

_ . _ _ erate a wider variety of failures.
These service requirements are not unique to email — in

fact, they are shared by many other Internet applications, in-

cluding Usenet[20], Internet-based BBS services (e.g., sladhd Overview of the Algorithm

dot.org or delphi.com), naming servicés [15] 13], and wide- ) ) o

area mirroring of Web or FTP data17]. All these services arir algorithm is based on three principlestate transferup-

Weak consistency requirements:Services such as email do

potential applications of our replication algorithm. date resolution usinfhomas write ruleand update retirement
usingsynchronized clocks
1.2 Related Work In its basic form, our algorithm is similar to systems such

as Active Directory[[1B] and Usenet [20]. Any replica (or any

Data replication has been studied and deployed widely. Howpde for a newly created object) can issue an update any time.
ever, previous work in this area has addressed the goals ofdwoordinator, usually the issuer of the update, propagates the
algorithm only in a piecemeal fashion and has not solved allufidate by pushing the new object state to others in background.
the problems that we face in our intended environment. Conflicting updates are resolved by Thomas write rule [21],

Traditional replication algorithms include primary-copy akhat is, by attaching timestamps to them and accepting only the
gorithms used widely in commercial database systéms [Bgwest update.
guorum consensus algorithms [7/.9] 10], and atomic broadcasdur algorithm is unique in its uniform handling of replica
protocols [4]1]. They try to achieve single-copy semanticget updates and contents updates — in fact, an update is actu-
that is, they give users an illusion of having a single, highslly a tuple consisting of the new object contents and the new
available copy of an object. Although generic, these algeplica set. For an update that changes the replica set, the co-
rithms fail to address problems we face — frequent failures amdinator pushes the update to the union of the old and the new
frequent changes — because they sacrifice availability by preplica sets (called thergets of the update). A node receiv-
hibiting accesses to a replica when data is not provably uping the update either modifies, creates, or deletes a replica de-
date. pending on whether or not it appears in the new replica set.

Mobile replicated database systems (e.g., Bayou [16], affibmas write rule is again used to resolve conflicts among
Roam [18]) share some of our goals: elimination of a sireplica set changes; the older updates are canceled by forward-
gle point of failure, handling frequent failures, and dynaming the newest update to their targets and letting them be rolled
replica addition and deletion. The main difference betweback. Overriding the older updates requires the coordinator of
their solutions and ours is that these systems focus on mininti newer update to discover the older updates’ targets. This
ing the communication overhead, whereas we focus on mimbde discovery problem is similar to the distributed resource
mizing the space and the computation overhead. For examgiscovery problem[[8], and the solution is also similar: the



nodes that receive the update send back to the coordinator thpe Timestamp = record

sets of nodes they know and let the coordinator expand its tatime: Clock /7 wall-clock time.
get node set transitively. nid: NodelD // a tie-breaker.

end
We apply at-most-once messaging technique using synchigpe Update = record

nized clocks([12] to retire updates. After the coordinator com- state: { ACTIVE, RETIRING, RETIRED, SUSPENDED}
pletes update propagation, it sends out retirement notices tés: Timestamp )
the target nodes. Upon receiving a retirement notice, a n nget’ done, peer: Se{NodelD)
deletes the update from disk after waiting for a fixed period;
the wait ensures that the node will never apply a stale update
in the future.

This combination of state transfer, Thomas write rule, and i of 4 single object. We describe a straightforward ex-

qwck_update retirement allows our algorithm to solve 0Ur goal§ sion of the basic algorithm to support multiple objects in
effectively as follows: Sectio 5L

Figure 1. Data structures used by the algorithm.

e Our algorithm’s basic design directly achieves the three .
goals — non-blocking access, dynamic replica setchangdsl ~ System Model and Assumptions

and eventual consistency. _ . .
y We make the following assumptions about the environment.

« We achieve strong fault tolerance in two ways. First, ofif’St: the nodes in the system can communicate through a
algorithm is fully decentralized — in particular, it lets anytlly connected network. Second, nodes and network links
node take over the task of the coordinator any time. S&g2Y crash, and messages may be reordered, delayed, or lost,

ond, its node discovery process eliminates a single pointb('ﬁi Byzantine failures will not occur. Finally, the nodes have

failure quickly and lets the system tolerate a sudden ndgasely synchronized clocks; clock synchronization algorithms

retirement without compromising replica consistency. &€ Well known and are deployed widely [14].
Our algorithm only propagates updates. Locating and read-

e Our algorithm’s space overhead is quite small for two relg replicas and choosing the replica placement are outside the
sons. First, the state transfer architecture minimizes §foPe of this algorithm. For locating replicas, any weakly con-
size of the update record by omitting the new object copistent naming service can be used. For replication policy, an
tents — the object contents are usually read from the replRQiect could be assigned to a random set of nades [19] or to a
directly. Second, our algorithm quickly reclaims the spa&ét determined by reference-monitoring mechanisms [17, 23].

occupied by update records by retiring them as soon as they
finish propagation. 2.2 Notational Conventions

All global variables are stored on stable storage and survive
1.4 Structure of the Paper node crashes. Procedures markedblic run as transactions

The rest of the paper is structured as follows. We describe !gﬁt are noq-preemptive and update global variables atomically.
algorithm in detail in Sectiofi2 and show two examples in Sed/ val) is a tuple of two values. Sensfde, proc, args. ...)
tion[3 to elucidate its behavior, in particular, the resolution 8?nds a message tode and requests calling the_p_roc.epIure
concurrent updates. Sectiph 4 proves the correctness of [JQf with args.... Send does not wait fgproc to finish; it
algorithm. In Sectiofi|5, we discuss several extensions to fRgrely queues the message. Texts after *//” are comments.
basic algorithm to address issues that arise in practice: e.g.,
optimizations to make the algorithm work efficiently and thg 3  Data Structures
handling of long-term failures. We briefly discuss the compu-
tational and the space overhead of the algorithm in Segiopig [ shows the types used in the algorithm. Loosely syn-
and conclude in Sectidd 7. chronized clocks order updatés [14]. Other types of clocks,
e.g., logical clocks[[11], may be used without affecting the
o . correctness of the algorithm, but wall clocks best suit our pur-
2 The Replication Algorithm pose because they can order logically unrelated events (e.g.,
a user contacting two nodes in a cluster serially). The proce-
Although our algorithm is designed to support many objeasire Now() returns the current local clock value. We assume
replicated on a diverse set of nodes, it is first presented in the clock resolution to be fine enough that successive calls to



var i i
_ public proc UpdateObjedipeer, data)
gData: Content—NULL u—Update(ts«— Timestamp(Now(), me), state—ACTIVE,

gflﬁeﬁp%(;%gg(lj\(felg)l,{_(p done«—@, peer«—peer, target« peer)
oRetireTime: Clock ApplyUpdatéu, data)

gSavedData: Content

Figure 3. UpdateObijecis called by the application to create a new

Figure 2. Per-node, per-object global variables used by the algo- ~object, modify the object contents, add or remove the replica set, or
rithm. delete the object.

Now() always return different values; this assumption lets atso discussed in Sectipn }.2, is to prevent creating an orphan
use timestamps to identify updates. replica that is disconnected from others and is not found by the
An update to the object is represented byltipelaterecord. node discovery process. The implicit variabte shows the
Its state field indicates the update’s status. A new update stanme of the node itself.
as being ACTIVE. An update is RETIRING on the coordina-
tor while retirement notifications are sent, and it is RETIRE A
after the reception of a retirement notice. An update is SL)%—5 Update Application
PENDED when itis found to conflict with a newer update, anthe procedure ApplyUpdate (Fig] 4), called both from the lo-
it stays dormant until the newer update arrives and supersegiisapplication and from remote nodes, logs and applies the
it. Target, done, andpeer fields specify the set of nodes thatipdate to the replica and prepares for update propagation. It
should receive the update, have acknowledged the update,fggtimerges the target sets of bathand the current update,
should replicate the object, respectively. Thiisne andpeer gU@}ﬂ This must be done even wharis to be discarde@
are always subsets afrget. The update propagation finishego that the participants of both updates can eventually receive
whendone = target. the newer update.
Five persistent variables are stored per replica on a node
(Fig. [4). Two of them,gData and gPeers, are visible to the .
applic%tion and the rest are used internally by the replicatign6 Update Propagation

algorithm. GData stores the actual c_onten.ts of the object ~An update is pushed to other nodes periodically by PushApply
we are not concerned about the object’s internal structureyffy [§). The target node set expands as replies come back
this paper.GPeer shows, to the best of the node’s knowledggom the target nodedg). The propagation finishes when all
the replica set of the objeaGU remembers the newest updatg,e target nodes repld).

applied on the object. Notice the absence of the new objecihe function IAmCoordinator tells whether the node is des-
contents ingU — the contents are propagated to other Nodggated to coordinate a particular update. For now, it just re-
by reading fromgData directly most of the time. The exceptionyms true, meaning that any node can be a coordinator, and
is whengData is deleted by an update, but the object contenigy; an update is flooded among all the target nodes. Having
still need to be propagated to other nodes (this happens, forgxitiple coordinators does not affect the correctness of the al-

ample, when the object is moved from one node to anothgasithm, but it surely wastes the network bandwidth — we im-
GSavedData is used to save the new object contents in S“EFbve this design in Section 5.2.

cases, and it is otherwise null. ThgfavedData is usually null
contributes to reducing the space overhead of the algorithm, . .

because all other data structures used by the algorithm aréof Deleting Retired Updates
small and fixed size GRetireTime is used to delete a retire

o . O'\/Vh'le each update record occupies only a small space, it is
update and is discussed further in Secfion 2.7. ! up up! y P "

stored even when the replica itself is removed. We need
to delete updates in a timely manner; otherwise, the update
records of deleted replicas will accumulate and eventually fill
the disk up. An update is deleted from disk in two steps. The
éiégt step, performed periodically by PushRetire (FFig. 6), is the
updateretirement; the coordinator informs the target nodes that
update propagation is complete. The second step is the update
oval in which we apply the at-most-once messaging algo-

2.4 Application Programming Interface

One procedure, UpdateObject (Hig. 3), is called by the appli
tion. It takes two parameters, the new replica peti) and the
new object contentsdfta). Passing an empty set teer will
delete the object entirely from the system. The caller of tHj . : :
procedure must ensure that the node stores a replica alred m [L]] to remove retired updates without being confused

except when the object is being newly created. This restriction,*Markers such as, refer to lines in the program listings.

4



proc ApplyUpdatéu, data): bool // Modify the replica.
// Expand knowledge(1) if me € gU.peer
u.target < u.target U gPeer (gData, gPeer) «— {(data, gU.peer)
if gU# NULL A gU.state ¢ {RETIRING,RETIRED} else
u.target < u.target U gU.target (gData, gPeer) — (NULL, ¢)
gU.target «— u.target it gU.peer # @ _
// Reject ifu is stale. (2) // Savedata, not needed whepeer is
if gU# NULL A gU.ts > u.ts // @since everyone deletes the replica.
return false gSavedData «— data
// Log the update (3) gU.done « gU.done U {me}
gU—u return true
gSavedData «— NULL

Figure 4. Local update application. This procedure logs and applies the update to the local replica. It returns whether the update
was successfully applied or not.

by out-of-order update messages. Here, the node simply w@i}sA issues an updaté:(target=peer£A,B,C}) and modifies
for WAIT seconds before deleting a retired update (Hig. 6, Re- its replica.

moveUpdate).WAIT is the sum of the maximum clock ske

among nodes and the message lifetime, an interval long eng:?ejho‘ pushed) to B andC.

that almost all the messages will arrive at the destination with) B appliesu and returngUss, true,{A,B}, {A,B,C}) to A.

the interval. C appliesU and returngUss, true,{A,C}, {A,B,C}) to A.
This update removal scheme additionally requires each node

to discard stale incoming network messages (F{@ 6 Mgg. A receives the replies frO@ andC and Changes’.state to
sageArrived). Here, each network message is stamped with theRETIRING. A senddJ’s retirement tdB andC.

sender’s clock value and is accepted by the receiver only wtga)nB andC changeUstte to RETIRED and reply ta. A re-
its timestamp is no older thaWAITon the receiver’s clock. ceives the replies frorB andC and changelstate t.o RE-

TIRED.
3 Exam ples (6) WAIT seconds late#, B, andC erasel from gU.
We show two examples to illustrate the behavior of the algo- U
rithm. The first example is a simple contents update. The sec- c UAC
ond example demonstrates the node discovery process used to 0 y/
- ; u u u u
resolve conflicting replica set changes. U; BB /’; L:A @ ; BB et AUBB
A A—2® 0 A<iku B ° Us D Us'D
v Vo % (€ @) ©) 4)
© © e Ua Ue Us
(1) @ 3) c
Us ack U Us UBA U;sjs Us ' U&eme
i retire o
UA retlreUB UA UB A B Al—»B A iﬁ;‘ A B
%, \ T R
uC u€ c ®) (6) @ )
4 Q) (6)

Figure 8. Conflicting updates involving replica addition. Gray
Figure 7. An object replicated on nodes A, B, and C is up- circles are nodes that applied U”, and diagonally shaded circles
dated. Gray circles indicate that nodes that have applied the ~are nodes that applied UB.

update. The letter “U” indicates that the update is logged on
the node. Fig. [§ shows a scenario in which an object replicated on

nodesA andB is updated concurrently, first b that addsC
Fig. [] shows a sequence of steps performed to updatet@the replica set, and next fB/that add< to the replica set.
object replicated on nodes B, andC. We assume thd’s update is newer thaf\’s.



(1) A issues UA:(target=peerfA,B,C}) and mod- all the replicas), but it becomes incomplete during replica ad-
ifies its gPeer. Simultaneously, B issues UB: dition or deletion. At a high level, our proof shows that the
(target=peer{A,B,D}) and modifies itgPeer. algorithm ripples the newest update through the graph, adding

edges to the graph along the way to cover all the nodes and to

restore the completeness of the graph eventually.
Following are notations used in the ensuing proof. Other

symbols are summarized in Table 1.

(2) A pushedJ” to B andC. B pushedJB to A andD. Now,
for the sake of explanation, suppoSeandD receive the
updates befor8 andA do.

(3) C creates a replica and replie&)”s, true, {AC},
{AB,C}) to A. D creates a replica and replids®s, true,
{B.D}, {AB,D}) toB. e A node “has an update” when its gU.state is ACTIVE or

RETIRING.

e A node “stores a replica” when gDataANULL.

(4) B receivesU” from A. BecausedJ’is < UBss, B rejects
U” and replies(U*s, false,{A,B} {AB,C,D}) to A. B'S e A node ‘“retires an update” when it setsgU.state to RE-
UBtarger becomes{A,B,C,D} (Fig. [4 {1)). On receiving  TIRED.
the reply fromB, A changes)state to SUSPENDED.

e A noden; “knows” another noden, when eithem; has an

(5) A receivesU® from B. BecauselBis > U”\s, A modifies  update anah, € ny:gU.target, or ny € ny:gPeer.
gPeer, replacegU with UB, and repliegU B, true,{A,B}, _ _
{AB,C,D}) toB. Later,A may receive a reply fd” from ® Gt = (Gr,Eg;), & knowledge graph for the object at time
C, butA ignores the reply (Fid-]%5)). T [} is defined as follows.

Gt = Nodes that store a replica or have an update.

i B
(6) B receives the reply fromA and pushebl® to C, the only Eg, = {v1 — V| {v1,V2} C Gr Avs knowsva}

target not yet contacted. On receptionW?®, C recog-

nizes that it is not a part of the new replica set, removgss; = (Sr,Es; ), aninduced subgraph of Gr, excludes from
its replica, and repliedU®, true,{AB,C}, {AB,C.D})to Gy vertices that correspond to failed nodes and the associ-
B. ated edgesSr shows the knowledge graph in the presence

. . of failure.
(7) B receives the replies fro@ andD. B changed) Bstate to

RETIRING and pushel B's retirement toA, C, andD. A, o
C, andD acknowledge the retirement. 4.1 Correctness Criteria

(8) WAIT seconds late, B, C, andD erasdJB from gU. In Ideally, we want to prove that the algorithm keeps all the live

the endA, B, andD store replicasC created a replica andreplicas consistent regardless of types of failures. Such a guar-
later deleted it. antee, however, is impossible when nodes or links fail in a way

that makes the corresponding induced subgraph disconnected.
For example, suppose two nodes fail simultaneously after both
4 Correctness Proof have created two new replicas, as illustrated in Fig. 9. After
such a failure, any update issued on the two new replicas will
While being simple, our algorithm contains several subtletigmt reach each other, and the new replicas will remain inconsis-
especially regarding replica additions and deletions. For exdent until the original two nodes recover. Therefore, we define
ple, how does it guarantee that all replicas receive an updéte,correctness only under the condition that a knowledge sub-
when another update is adding replicas concurrently? In thigph is at least weakly connected.
section, we prove two main safety properties of the algorithm:
all nodes receive the newest update at the end of propagationCorrectness criteria:  Suppose Sy, is weakly con-
and no node accepts stale updates regardless of concurrent uptected, and no node or link fails and no new update
dates. We also argue the liveness of the algorithm, i.e., all the is issued during a long enough period (Ts, Te). LetU be
replicas will receive the newest update, by applying our safety the newest update generated before Te. The algorithm
arguments. is correct if the following conditions hold.
The state of the system can be viewed as a directed graph
called theknowledge graph, in which the vertices represent
nodes and the edges represent the nodes’ knowledge of others(2) No node n ¢ Upeer stores a replica at Te.

thVOUthPeef and‘_gU.targets. The graph is U?”?”y cpmplete 5All times mentioned in the proof are hypothetical global times observed
(i.e., no update is issued and the valuezBéer is identical on by an external agent.

" (1) Every node n € Upeer applies U before Te.




Symbol Meaning
n:var The value of variablerar on noden.
n:Utarget, T | The value olUtarget on noden just beforeT .
n:Udone,T | The value olldone on noden just beforeT.
Gt . .
nL— np ni knowsn in Gr, i.e., (N1 — np) € Eg;.
G . . G G G
M~ Ny A path fromn; to ny exists, i.e.ny — ny vV 3, ny — W AN ~5 no.

Table 1. Notational conventions used in the proof

U

L u P T o AN ETeeT
® @</© ®’;;'© L,-.—(© P CC' : O”E\/ - /Cc: .done\[C-U-targety
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Figure 9. A scenario that disconnects a graph. The edges show (@ (b)

knowledge among nodes. (1) Replicas A and B initially know
each other. (2) A issues U1 and creates a replica C. (3) B issues
U and creates a replica D. (4) A crashes before U1 is propa-
gated to B or D. B crashes before Uy is propagated to A or C.
In the end, two components, {C} and {D}, are both live but Theorem 3 Gr is strongly connected for all T.

Figure 10. A coordinator ¢ may fail to contact a node N in two
situations.

disconnected. Proof. The graph is clearly connected in the base case in which
no replica exists. ThusGt is connected for all' from Theo-
(3) No update U’ older thanU (i.e., U!ts < Uss) is ap- rem[].

plied on any node after U is applied.

_ o _ - 4.3 All Replicas Receive the Newest Update
Notice that these criteria demand, in case of a graph discon-

nection, a replica consistency within each partition, and tié@w, we prove that all the nodes receive the newest update by

as soon as the partitions re-integrate, all the replicas conveltgdinguishing two cases. Theoré¢in 4 proves that if an update

onto the globally newest state. Indeed, this set of criteria isr&§res, all the nodes must have received the update. Theorem
strong as any non-blocking replication algorithm can guardmproves that when an update is unable to retire because some
tee. of its targets are dead, all the remaining nodes still receive the

update. These two theorems together prove the correctness cri-
teria (1) and (2).

) _ Theorem 4 Suppose & is weakly connected, and no node or
Theorem 1 If Sy is strongly connected, thefil’ > T, S is  ink fails and no new update is issued during a long enough
glso strongly connected if no node or link fails during the Period(T, Te). LetU be the newest update generated befgre T
riod (T, T). If a coordinator ¢ begins the retirement of U at timéT < Te),
Theorem 2 If St is weakly connected, thefiT’ > T, S/ is  then S. C c:Udone,T; that is, all the nodes in§ have received
weakly connected if no node or link fails during the periogind applied U.

(T, 7).
. . . Proof. We only need to prove th& C c:UdoneT; if St C
Proof sketch. We show by induction that no transition on the Udone.T, thenSr, C Sy because no newer update is generated

subgraph can disconnect the subgraph. First, a replica crea§ 0T and no node possesses a stale update Biter

will not disconnect the graph because a new replica is alway."::or the sake of contradiction, suppd&e¢ c:Udone.T
y Udone,T.

created by “stemming out” from an existing replica (Section .
[24). Next, replica deletion does not change the graph sha%%e;’an‘fd? 'GSC\_/\l/Je;klchgSgﬁct:;z% :c;mSTTflegaddﬁl 2,T V;/ﬁdcan
because the update record is still stored on the same nodeP Fic ET ~done, ~done,

nally, update retirement will not disconnect the graph becadigat eithem = por p %, n. Below, we show that no such pair
an update retires only after all the peer replicas have spanft@ andn can exist.

the edges to one another. Theofgm 2 can be proved exactly tHérst, suppose a paitp,n) with an edgep T, n exists (Fig.
same wayll @ (a)). LetT, be the timec propagated) to p (T, < T). First,

4.2 Graph Invariants



the edgep =T, n must have been created at or befdge be- | var members: S_et(NodeID>;
causel is the newest update and any other update that coudioc IAmCoordinatotu): bool
have createg — nwould have been rejected pafterT,. On | feturn u.ts.nid = me

S V min(members N u.done) = me
the other handp — n must have been created afgy; other- —
Figure 11. Designated coordinator selection. A membership service

. Sr . .
Wlse., the edge__f n must be _m the graph (FIB @) Because stores the set of presumed live nodes in members.
of this contradiction, this paifp,n) cannot exist. Second, sup-
pose only a paifp,n’) with an edgey =, p exists (Fig (b)). _ _
From TheorerEI3, a pattrG\L N exists in the full grapiGr (re- Proof. A node may receive an older update after it retisefor

memberGr may include dead nodes). Therefore, there exidyLo potential reasons: (1) another node that has not recblived
a dead or uncommunicative noge c:Utarget,T along the path propagates a stale update, or (2) a network delay causes a mes-

or . . sage containing a stale update to be received bktegtires.
c~ ', andg makedJ unable to retire in the first place. ThereTheorerr[]ﬂf prevents the case (1). The use of synchronized

fore, thi_s pair nodegp,n’) cannot exist as well. Therefore, forclocks, described in Sectign 2.7, prevents the case (2) (refer
U to ret|re,S'|' - C:U.dOHG,T. [ | to [12] for the full pI’OOf).

Theorem 5 Suppose {5 is weakly connected, and no node or .
link fails and no new update is issued during a long enoué‘h5 Liveness

period(Ts, Te). LetU be the newest update generated befere Tiyeness is derived immediately from the work of the algo-
If (c:Utarget T — c:Udone,Te) N Sy, = @ on a coordinator node ¢, vithm. The algorithm sends update or retire messages to the
then §, C c:Udone Te. nodes ingU.target until it receives the replies from all the

. _ nodes. GU.target may grow as a result of reply processing
Proof. For the sake of contradiction, suppd&g £ cUdoneTe. (g [4 @), but because its size is finite, the coordinator will

Using the argument that appeared in the previous proof, we egfintafly push the update to all the nodes it can communicate
pick a nodep € c:Udone,T. such thaBin € Sy, — c:Udone,T and withel

eithern 7 porp e n, and we can show that a pdip, n) with
an edgep T, h cannot exist.

Now, suppose only a pafp,n’) with an edgen’ s, p exists. > Extensions
For the moment, lets assume the following lemma holds for

any pair of nodesy, andn,. .1 Supporting Multiple Objects

All the discussions so far have focused on a single object, but
in fact, the basic algorithm can be extended easily to support
multiple objects. To support multiple objects, instead of the
i variablesgU, gSavedData, and gRetireTime, we now have a
From this lemmar has an update, sdy,. Thus,n' contacts e rsistent table that partially maps an object ID to an update in
p, which in turn causes' to discoverc (Fig. [§ (§), which in  qress for the object. An update is added to the table when
turn causen’_to propagaté)’ to c, thereby Iettlng:_dlscovem’ an object is going to be modified (Fig] @), and is deleted
beforeTe (Fig. [4 (T)). Therefore, a pai(p,n) with an edge rom the table when it is removed (F[g:@) or is superseded
n p cannot exist as well. ThuSy, C c:Udone,T.. B by a newer update for the same object (Fig3¥.
We sketch the proof of Lemnja 1. Edges can disappear only
when an update retires. For an update to retire, all the tar
nodes need to reply, that is, edges must span between any

of the target nodes. Thus, when ™ n, but notn, % ny, then The basic algorithm presented so far is inefficient because it
ni must have an updatil floods an update among all the target nodes in PushApply,
causing an update to be sent as manyMs- 1)? times (\

. is the number of replicas). By combining the use of a group
4.4 No Node Receives a Stale Update membership service|[5, P2] and a simple change to the function

Theorem 6 Suppose no update is generated for a long perid@Mmcoordinator (Figure§]s ar[d [L1), however, we can reduce

ending atT. LetU be the newest u_pdate i_ssued befereAfter 6Here, we assume a bounded message transmission delay. Otherwise, no
U retires, no update older than U is applied on any node.  algorithm can ensure liveness.

Lemmal If ny 5, ny but not &, ni, then n has an
update.

% Designated Coordinator




the cost taN — 1 in the common case. In the new implemerit clears its disk contents and rejoins the cluster with a new

tation, a node pushes or retires an update only when it is tuale ID.

issuer of the update or when it is designated to take over th&he only remaining problem is when nodes or links fail in

failed issuer. Notice that because the membership serviceush a way as to make the knowledge graph disconnected, and

shared by all the objects hosted on a node, its cost is amortittezy remain failed until the purge deadline. In such case, the

over many runs of the algorithm and becomes negligible. aforementioned scheme may make replicas permanently in-
consistent. We argue below that such a scenario is highly un-
likely to happen in practice.

5.3 Delaying Update Retirements How can a graph become disconnected? One cause of a

. . - . raph disconnection is link failures (i.e., network partitioning).
The algorithm is further optimized by delaying and aggreg nother cause, which may happen without link failures, is mul-
ing calls to PushRetire for different objects to the same noﬂ% ’ .

. . . e node failures combined with concurrent replica additions,
Delaying calls to PushRetire does not affect the replica consy

¢ it v del the deleti £ th dat d jstrated in Fig[®. Now, can a graph disconnection last until
rency, It merely defays the deletion of the Update record gy purge period? The answer is no, for all practical purposes.
increases the size of the update table.

First, a network partitioning would never last long because it
is repaired simply by installing replacement parts. Second, the
5.4 Optimistic Deltas latter failure scenario would not happen in practice because it

requires a combination of simultaneous replica creations and

Instead of pushing the entire object state every time, we @fincidental sudden long-term failures of multiple nodes —
sendoptimistic deltag2] to save the network and the compug, o \vindow of vulnerability is very narrow for both.
tational cost. Here, a coordinator simply pretends that all the

replicas for the object were consistent before the update and

pushes only the difference between the old and the new cgp- Performance

tents (called the optimistic delta) along with thiegerprint of

the old replica contents. On the recgiver side, a node applieg Networking and Computational Overhead

the update when its replica’s fingerprint matches the update’s;

otherwise, the node requests a full contents transfer from Wih the optimizations described in Sectfon|5.2, our algorithm

coordinator. This technique can reduce the cost of the algosshes an update 9 replicas in the common case and ag-

rithm, especially during replica set changes, in the commgregates retirement notices into one batch notice. In total, the

case without concurrent updates. algorithm sends @ + é)N messages per update, wh&es
Fingerprint is any short bit-string that summarizes thibe average aggregation factor for retirement notices. In Por-

replica contents. Applying a collision-resistant hash functiempine, the value o is around 20 under heavy load, and the

(e.g., MD5) on the replica contents is one way to computenatworking and the processing costs of our algorithm is close

fingerprint. A faster, more accurate, but slightly more spade-2N per update, which is the optimal number for an algo-

consuming alternative is to store along with each replicarithm that does not batch (and thus delay) update propagation

timestamp (Figureg 1 afdl 4) that shows the last time the replieaN + N messages are always needed to propagate and ac-

was modified, and to use the timestamp as a fingerprint. ~ knowledge an update td nodes.

5.5 Handling Long-term Failures 6.2 Space Overhead

In the real world, computers often crash and never recovEhis algorithm stores two types of data structures per replicain
Such nodes create an unbounded amount of backlog of updatkgition to the contents: the replica sgPéer in Fig. [1), and
that eventually fill up the disks on other nodes. Our algorithtine update recordg(U, gSavedData, and gRetireTime in Fig.
handles such a situation automatically by purging nodes it
remain down for too long. The replica set information consumes small space — typi-
When a node finds another node dead for more than a prezigly a few bytes per replica — and it is stored only when the
fined purge period (e.g., one week), it pretends that it receivegplica itself is present.
affirmative replies from the dead node for all its jammed up- An update record is stored on disk only while the update
dates. The node then purges the dead node simply by remoignigp progress. The space consumed by update records on a
the dead node’s name from the replica sets of all the replicasle is(S+ aM/R)UD. Here,(S+aM/R) shows the average
stored on the node. To avoid having inconsistent data, whespace overhead of an update record on a n&lis: the size
node recovers after being down for the purge period or longefr,gU and gRetireTime, o is the proportion of updates that



shrink the replica set sizédl is the average object size, and[3] Philip Bernstein and Eric Newcomer. Principles of
R is the average replication factor for objects — tha® /R Tranasction ProcessingMlorgan Kaufmann, 1997.
shows the time-averaged space overheagSafedData. U is
the average number of objects updated per secondDaid
the average update lifetime, including the deletion wait period
(Sectior] 2.]7) and delays introduced by retirement-aggregation
(Sectior} 5.P). In Porcupin&~ 60 bytesp ~ 1/50,M ~ 5000
bytes,R~ 2, U ~ 30, andD ~ 120. Thus, total amount of [5]
stable storage used is about four hundred kilobytes.

[4] K. Birman and T. Joseph. Reliable communication in the
presence of failuresACM Trans. on Computer Systems
(TOCS) 5(1):272—-314, February 1987.

Flaviu Cristian and Frank Schmuck. Agreeing on proces-
sor group membership in asynchronous distributed sys-
tems. Technical Report CSE95-428, UC San Diego,
1995.

7 Conclusions ,
[6] Alan J. Demers, Daniel H. Greene, Carl Hauser, Wes

We have described a new decentralized replication algorithm Irish, and John Larson. Epidemic algorithms for repli-
designed for Internet servers in this paper. Following are key cated database maintenance. 16th ACM Symp. on
features of our algorithm. Princ. of Distr. Computing (PODG)pages 1-12, Santa

Barbara, CA, August 1997.

e Eventual consistency under most failure types, e.g., hode
and link node failures and sudden node retirements. [7] David K. Gifford. Weighted voting for replicated data.

. . . In 13th Symp. on Operating Systems Principles (SQOSP)

e Any replica can issue updates any time. pages 150-162, Pacific Grove, CA, 1979.

e Support for dynamic replica addition and deletion. . ) )
8] Mor Harchol-Balter, Tom Leighton, and Daniel Lewin.

- . " . [
e Minimal space overhead, especially, efficient object dele-  Resource Discovery in Distributed Networks. [18tH
tion. ACM Symp. on Princ. of Distr. Computing (POLC)

« Minimal computational and networking overhead in the ~Pages 229-237, April 1999.

common case. . . —
[9] Maurice Herlihy. A quorum-consensus replication

As future work, we plan to investigate the space, time, and method for abstract data typ@CM Trans. on Computer
computation complexities of the algorithm under update con- Systems (TOCS}(1):32-53, February 1986.
flicts. In addition, we are studying the implementation of se-
mantically richer operations, e.g., multi-object transactions,
top of our algorithm.

| Peter J. Kelehe/. Decentralized Replicated-Object Froto-
cols. In18th ACM Symp. on Princ. of Distr. Computing
(PODC), April 1999.

[11] Leslie Lamport. Time, clocks, and the ordering of events
in a distributed system.Communications of the ACM
21(7):558-565, July 1978.
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public proc PushApply)
if gU#ANULL A gU.state = ACTIVE
if gU.done=gU.target // Update don€4)
gU.state < RETIRING
gU.done — {me}
gSavedData +— NULL
elif IAmCoordinatofgU)
foreach node € (gU.target \ gU.done)
if node ¢ gU.peers
// Node will delete the replica.
data — NULL
elif gData # NULL
// |1 store valid contents.
data — gData
else
data « gSavedData
Sendnode, UpdateRequest
me, gU, data)

public proc UpdateRequettaller, u, data)
ok — ApplyUpdatéu, data)
Sendcaller, UpdateReply
u.ts, ok, gU.done, gU.target)

public proc UpdateReplyts, ok,
done, target)
if_fﬂUpgateOverwritte(ts) // (5)

if =0

gU.state < SUSPENDED;

return
gU.done «— gU.done U done
gU.target — gU.target U target // (6)

proc UpdateOverwrittefts): bool
return gU=NULL // The update retired
V gU.ts > ts / A new update arrived

proc IAmCoordinatofu): bool
return true

Figure 5. Update propagation. PushApplyis called periodically to push the newest update to participants. UpdateRequest
is executed on remote nodes in response to PushApply UpdateReplyis called on the coordinator to handle replies from

UpdateRequest

public proc PushRetir¢)
if gUANULL A gU.state = RETIRING
it gU.done=gU.target
gRetireTime «— Now()
gU.state < RETIRED

elif IAmCoordinatofgU)
foreachnode € (gU.target \ gU.done)
Sendnode, RetireRequesime, gU.ts)

public proc RetireRequestalier, ts)
if “UpdateOverwritte(ts)
gRetireTime «— Now()
gU.state «— RETIRED
gSavedData — NULL
Sendcaller, RetireReply me, ts)

public proc RetireReplynode, ts)
if “UpdateOverwritte(ts)
gU.done — gU.done U {node}
public proc RemoveUpdatg
if gUANULL A gU.state=RETIRED
A Now() >gRetireTime+WAIT
gU—NULL // Delete the update7)

public proc MessageArrive(insg)
if msg.ts < Now() - WAIT
return // message too old. just ignore it
dispatch msg

Figure 6. Update retirement. PushRetirds called periodically to push retirement notices to participants. RetireRequests exe-
cuted on remote node in response to PushRetireRetireReplyis called on the coordinator to handle replies from RetireRequest
RemoveRequesk called periodically to remove retired updates. MessageArrived is called for every incoming message to

discard messages that are too old.
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